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MunmcTepcTBO HayKH M Bbiciero oopasoBanus PO

o N ®dopma
VY bSHOBCKHI FOCYJapCTBEHHBIH YHUBEPCUTET

®-Paboyas nporpaMma 1o JUCHHUIUINHE

1. IEJIN 1 3AJIAYHU OCBOEHMUSA JUCIIUITJIMHBI

Ienn ocBOeHHs JTUCHUIITHHBI:

enbto n3yuenus qucuuiuinHel «besomnacHocTs ceteit OBM»y siBisieTcs TeopeTnyeckas u
IIPAKTUYECKAss IOArOTOBKA CIIELMAIUCTOB K JEATENbHOCTH, CBA3aHHOW C IIOCTPOCHUEM
3alIUIIECHHBIX CETEBbIX AaBTOMATH3MPOBAHHBIX CHUCTEM, a TaKkKe OOy4YeHHE NPUHIMIAM H
METO/aM 3alIUThl HH(OPMALUK B KOMIIBIOTEPHBIX CETAX.

3aga4yu ocBOCHMS IMCHHUILJIMHBI:

M3y4EHHUE TUIIOBBIX YIpo3 0€30IaCHOCTH B KOMITBIOTEPHBIX CETSX;

M3y4eHHUe KpUnTorpapuuecKux U MporpaMMHO-aNapaTHbIX METOI0B 00ecTIeYeHUs

nH(pOPMaITMOHHOM 06€30MaCHOCTH B KOMITBIOTEPHBIX CETSX;

npuoOpeTeHne HAaBBIKOB HACTPOMKM W JKCIUTyaTalliM  CPeICTB  OOecredeHus
0€30I1aCHOCTH B KOMITBIOTEPHBIX CETAX;

OBJIAZICHUE CPEICTBAMHU M METOAAMM IPOEKTHPOBAHMS M IOCTPOCHUS 3aLUIIEHHBIX
CETEBBIX ABTOMAaTU3UPOBAHHBIX CHCTEM;

OBJIAJICHUE CPEACTBAMHM U METOJaMU BBISBJICHMS U HENTPAIN3alUH NONBITOK HAPYIIEHUS
0€30I1aCHOCTH B KOMIIbIOTEPHBIX CETSIX.

2. MECTO JUCHMIIJIMHBI B CTPYKTYPE OIIOII BO

Hucuunnuna «be3onacHocts cereit DBM» u3ywaercs B 9 cemMecTpe M OTHOCUTCS K
6azoBoii wactu aucnuruimH Onoka bl.b cmenmaneHocTH  10.05.03  "MHpopmanmonHas
0€3011aCHOCTh aBTOMATU3UPOBAHHBIX CUCTEM".

Kypc yueOHON OUCHMIIUHBI TECHO YBSI3aH C JAPYTUMHU y4€OHBIMU JHUCUUIUIMHAMU, B
nepByro ouepens ¢ Kypcamu «MHpopMmaTHKay, «SI3bIKU MporpaMMUpOBaHusy», «TexHomoruu u
METOJIbI TIporpaMMupoBaHus», «Opranuzanusi OBM M BBIUHCIHTENBHBIX cHCTEM», «CeTh u
cuctembl Tniepenaun  uHPOpMmanmm», «be30macHOCTh OMEpalMOHHBIX CHCTeM», «OCHOBBI
nH(popManMoOHHOW 0e30MacHOCTHY», «AIMUHHUCTpUpOBaHUE ceTeii DBMy, mno3BonsiomuMu
HOHATH (PU3UYECKYIO CYIIHOCTh Oe30nmacHocTh ceteir DBM.

Jlis OCBOEHHUS TUCHUIUIMHBI CTYACHT JOJDKEH MMETh CIIEQYIOIINE «BXOIHBIC) 3HAHMUS,
YMEHHS, HABBIKA U KOMIICTCHIINH:

3HaHHE 0A30BBIX MOHATUH B 001acTH NHPOPMATUKU U BBRIYUCIUTEIHHON TEXHUKH;

CIOCOOHOCTH MCTOJIh30BaTh HOPMATUBHBIE TIPABOBHIC TOKYMEHTHI;

CIIOCOOHOCTH aHATM3UPOBATH TPOOIEMBI U TIPOIIECCHI;

CIIOCOOHOCTh HCIIOJIb30BaTh OCHOBHBIC 3aKOHBI ©CTECTBEHHO-HAYYHBIX JUCIUIUIHH,
MPUMEHSTh METO/Ibl MATEMAaTHUYECKOTO aHAIN3a U MOAEITUPOBAHUS.

OCHOBHBIE TOJIO)KEHHUS! JAUCLHUIUIMHBI HCIHOJIB3YIOTCS B JaJbHEHIIEM MpU U3YYECHUU
TaKUX JAUCLHUIUIMH Kak: «be30macHOCTh OTKPBITHIX MH(DOPMALIMOHHBIX cucTeM»; «Pa3paboTka u
OKCIUTyaTalusl 3allUIIEHHBIX aBTOMATH3UPOBAHHBIX CHCTeM»; «HCTpyMEHTAlbHBIE CpelCcTBa
KOHTPOJIS 3alIUIIEHHOCTH MHpopMarumy; «CepTudukanus CpeacTB 3alluThl HHPOpMAIUNY, a
TaK)Xe B XOJI€ BCEX BU/IOB MPAKTHK.

®dopma A Crpanuna 2u3 20
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3. HEPEYEHD IINTAHUPYEMBbIX PE3YJIbTATOB OBYUYEHMUSA
O AMCIUIVIMHE (MOAYJIIO), COTHECEHHBIX C
IINIAHUPYEMbBIMU PE3YJIbTATAMU OCBOEHUA

OBPA3OBATEJIHON ITPOTPAMMBI

[Ipomiecc wm3yueHus AUCHUIUIMHBI HaAmpaBieH Ha (OPMHPOBAHHUE CIEIYIONMINX
KOMIIETEHIINN:
Kon )/ | HauMeHoBaHue | [lepeyeHs mJaHMpyeMBbIX Ppe3yJbTATOB OOy4YeHUSI MO

pea.ﬂmyeMoii KOMIICTCHII MU

JAUCHUIIJIMHE (MOIIyJ'IlO), COOTHECEHHBIX ¢ HHIAMKATOPpaMH
JOCTHKEHHS KOMIIEeTEHIIUI

1 2

OIIK-2 - CIIOCOOHOCTBIO | 3HATH:

KOPPEKTHO TPUMEHATh TMPHU | MAaTEeMAaTUYECKHI armapaTr ainreOpbl, TEOMETPHUHU, THUCKPETHOU
perieHnun npodeccro- | MaTeMaTUKH, MaTeMaTUYeCKOrO0 aHaiu3a, TEOpUHU BEpo-
HaJIBHBIX 3amaq COOT- | STHOCTEHM, MaTeMaTHYECKOM CTAaTHUCTHUKH, MaTeMaTHYSCCKOMU
BETCTBYIOIIHI MaTeMa- | JOTUKH, TEOPHH AITOPUTMOB, TECOPUU HH(OpPMAIMH, B TOM
TUYECKHI ammapaT aiareOphl, | YUCJIe C UCTIOIb30BAaHUEM BBIUUCIUTEILHON TEXHUKH
reOMETPUH, JUCKPETHOHN | YMeTh:

MaTEeMaTHKH, Marema- | IPUMEHSATh COOTBETCTBYIOIIUI MaTeMaTUYECKU amnmapar
TUYECKOTO aHaIHn3a, TEOPHUU | alreOphl, T€OMETPUH, JUCKPETHON MaTEeMAaTUKHU,
BEPOATHOCTEM, MaTeMaTH- | MaTEeMaTHISCKOTO aHajn3a, TEOpUHU BEPOSATHOCTEH,
YecKoi CTAaTUCTHUKH, | MATEMAaTUYCCKOM CTAaTUCTUKH, MaTEeMaTUYECKOM JIOTHKH,
MaTeMaTH4eCKOi JIOTUKH, | TCOPUU QJITOPUTMOB, TEOPUU HH(POpMAlUM, B TOM YHUCIE C

TEOPUU AIITOPUTMOB, TEOPUU
nH(popMaIuy, B TOM YHUCIE C
HUCITIOJIB30BaHUEM
BBIYUCIIUTEIILHOU TEXHUKHU

HICIOJIL30BAHNEM BBEIUYUCIUTEIBHON TEXHUKN

Baanern:

HaBBIKAMU KOPPEKTHO MPUMEHATH MPU PEIICHUH Mpodeccro-
HaJIbHBIX 33]1a4 COOTBETCTBYIOIIMIA MaTeMaTUYECKUU ammapaT
anreOpbl, TEOMETPHH, ITUCKPETHOW MaTeMaTHKH, MareMa-
THUYECKOTO aHaju3a, TEOPUU BEPOSTHOCTEHM, MAaTeMaTUYECKOM
CTaTUCTHUKH, MaTeMaTHYEeCKOU JIOTUKH, TCOpHUU AJITOPUTMOB,
Teopun HHPOpPMALMK, B TOM YHCIE€ C MCHOJIb30BAaHUEM
BBIYMCIUTEIbHON TEXHUKU

OIIK-3 - CITOCOOHOCTBIO
NPUMCHATH SA3BIKH, CHCTCMBbI
U WHCTPYMEHTAJBHBIC CpEJ-
CTBa IPOrpaMMHUPOBAHUSA B
npodeCcCuoOHATBHON
ACATCIIbHOCTHU

3HaTh:

SA3BIKH, CUCTCMBI nu I/IHCTPYMGHTaJII:HBIG Cp cACTBa
IpOrpaMMHUPOBAHUS

YMerh:

MPUMEHSATH S3BIKH, CHCTEMbl U MHCTPYMEHTAJILHBIE CPEICTBA
IPOTPaMMHUPOBAHUS B MPO(ECCHOHATBHON AEATEIbHOCTH
Baanern:

HaBbIKAMNU HpI/IMeHeHI/I}I SA3BIKOB, CUCTCEM U I/IHCprMeHTa.HBHBIX
CpenCcTB MIPOTPaMMUPOBAHUS B npo¢eCcCuOHATBHOM
NCATCIIBHOCTHU

dopma A
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1 2
OIIK-4 - coocoOHOCTRIO | 3HATH:
NOHMMAaTh  3HAUYEHUE HH- | HAUeHHE HH(POPMAIUY B Pa3BUTUH COBPEMEHHOT'O O0IECTBa

dbopmaruu B Ppa3BUTHHU CO-
BPEMEHHOI0 00IIecTBa, MpH-
MEHATh JOCTHKEHHUS COBpe-

YmMmerTn:
OPUMEHSTh JOCTHXKEHHsI COBPEMEHHBIX HH()OPMAIIMOHHBIX
TEXHOJIOTHH JJIi TIOMCKa HWH(OpMalud B KOMITHIOTEPHBIX

MEHHBIX ~MH(OPMAIMOHHBIX | CHCTEMaX, CEeTAX, OMOIMOTeUHBIX (hOHIAX

TEXHOJOTMM UIA IIoucKa | Biaagern:

uHpopMaIuu B KOM- | HaBbIKAMU IMOHMMAaHUS 3HAYeHUsI WH(POpPMAIUU B PA3BUTUH CO-

NBIOTEPHBIX CHCTEMaX, CETSX, | BDEMEHHOTO OOIIeCTBa, NPHUMEHEHHS JOCTID)KEHHH COBpe-

O6ubnMoTeYHbIX (HOHIAX MEHHBIX  HMH()OPMAIMOHHBIX  TEXHOJOTHMH i  IOHCKa
uHpOpMaMM B KOMIBIOTEPHBIX  CHCTEMaX,  CeTAX
OnbIMoTeYHBIX POHIAX

OIIK-5 - cnocoGHOCThIO | 3HATH:

NPUMEHSATh METOJbl HAYYHBIX | METOABl ~ HAYYHBIX  HCCIENOBaHMH B pabore  Hax

MCCIIeIOBaHUH B Ipo- | MeXIUCIUIUIMHAPHBIMIA 1 MHHOBAIIMOHHBIMH MTPOCKTAMH

(heccuoHanbHOM NesTelb- | YMeTh:

HOCTH, B TOM 4YHCIIe B paboTe
HaJ MEXIUCUUIIMHAPHBIMUA
U WHHOBAI[MOHHBIMH  TIPO-
eKTaMu

NPUMEHATh METOJBl HAYYHBIX HCCICNOBaHMA B  TIPO-
(dbeccroHanbHON NeSTEIbHOCTH
Baanern:

HAaBbIKaAMU IMMPUMCHCHUA MCTOAOB HAYYHBIX I/ICCJ'IG,Z[OBaHI/Iﬁ

OIIK-6 - cnocoOHOCTBIO | 3HATH:
MIPUMCHSITh HOPMAaTUBHBIC | HOPMATHBHBIE MIPaBOBBIC aKThI, MIPUMEHSIEMbIE B
MIPaBOBBIC aKTBI B | MpoeCCHOHAIBHON JeITEeIbHOCTH
npodeccroHabHOM YmeTh:
JEATETLHOCTH MPUMCHSITh HOPMAaTUBHBIC MIPaBOBBIC AKTBI B
po(hecCHOHATLHON IEATEIILHOCTH
Baanern:
HaBbIKAMNU HpI/IMeHeHI/I}I HOpMaTI/IBHBIX HpaBOBBIX aAKTOB B
po(heCCHOHATLHOM JISATSIIBHOCTH
OIIK-7 - cnocoOHOCTBIO | 3HATH:
MPUMEHITh MPUEMBI  OKa- | MPUEMBbI OKa3aHWs TEPBOM IMOMOIIW, METOIBI 3aIUTHI MPOU3-
3aHUA HepBOﬁ momMonuy, | BOACTBECHHOI'O HepCOHaJIa nu HaCCJICHUA B yCJ'IOBI/I}IX
METOJIbI  3alllUThl  MPOM3- | YPE3BBIUAHHBIX CHUTYAIUH
BOJICTBEHHOT'O TIEpCOHANA U | YMeTh:

HaceJeHUs B YCIIOBUSIX
YpE3BbIYANHBIX CUTYALIUI

INPUMEHATh TPUEMBl OKAa3aHWS NEPBOM IOMOLIM, METOJbI
3alllUThl IIPOU3BOJCTBEHHOIO II€PCOHANa U HAaceJleHus B
YCJIOBUSIX YPE3BBIYANHBIX CUTYyaIui

Baaners:

HaBbIKAaMU NPUMEHEHMS NIPUEMOB OKa3aHUs MEPBOM IOMOIIHY,
METO/I0B 3alIUThI MPOU3BOJICTBEHHOIO NIEPCOHAA U HACEIEHUS
B YCJIOBUSIX UPE3BbIYaHBIX CUTyaLUN

dopma A
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1

2

OIIK-8 - cHocoOHOCTBIO K
OCBOCHMIO HOBBIX 00pa3loOB
MPOrPaMMHBIX, TEXHUYCCKUX
CpeAcTB U MH(POPMAITMOHHBIX
TEXHOJIOTHI

3HaTh:

HOBBIC 06pa3u1>1 HpOI‘paMMHBIX, TCXHUYCCKHUX Cpe,Z[CTB 148
WH()OPMAITMOHHBIX TEXHOJIOTUMA

YMerh:

OCBaMBaTh HOBBIE 0Opa3lbl MPOrPAMMHBIX,
CPEICTB M HHPOPMAITMOHHBIX TEXHOJIOTHIA
Baanern:

HaBBIKAMU TPUMEHEHHUS HOBBIX 00pa3lOB NPOTrPaMMHBIX,
TEXHUYECKUX CPEJICTB U MHPOPMAIIMOHHBIX TEXHOJIOTHI

TCXHUYCCKUX

IK-1 - CHOCOOHOCTBIO
OCYIIECTBIISIT TMMOWCK, H3Y-
yeHue, O00OOIIEHHWE U CH-
CTeMaTH3aIHIO HaY4YHO-
TEeXHUYEeCKOH HH(popmMaru,
HOPMATUBHBIX M METO-
JIMYECKUX  MaTepUAIOB B
chepe  mpodeccuoHaIbLHOM
JCSATEIbHOCTH, B TOM YHCIIC
Ha MHOCTPAHHOM SI3bIKE

3HaTh:

HAyYHO-TEXHUUYECKYI0 HMH(OpMAalNI0, HOPMATHUBHBIE M METO-
oUdeckre — Matepuansl B cdepe  mpodeccroHanbHON
NEeSITEIbHOCTH, B TOM YHCIJIE HA THOCTPAHHOM SI3bIKE

Ymers:

nu3ydaTh, 0000maTh W  CHUCTEMaTHU3WPOBATh  HAYYHO-
TEXHUYECKYI0 HMH(POPMALMI0O HOPMATHBHBIE M METOJUYECKUE
MaTepuaibl B chepe npodhecCHOHATBHON EeATeTbHOCTH, B TOM
YUCJIC Ha MHOCTPAHHOM A3BIKC

Baanern:

HaBbIKaMU OCYIICCTBJICHUA ITOWCKA, U3YYCHMHA, 06061L[6HI/I$I n

cucTeMaTusar Hay4YHO-TEXHUYECKOMI uH(popMaluuy,
HOPMAaTUBHBIX W METOJUYECKUX MarepualioB B cdepe
npodeccCuoHaNbHOM  JESTeNbHOCTH, B TOM 4YHCIE Ha

HWHOCTPAHHOM A3LIKC

I1K-7 - CITOCOOHOCTBIO
pa3pabarbIBaTh Hay4HO-
TEXHUYECKYI0  JOKYMEHTa-
M0, TOTOBUTh  HAYyYHO-
TEXHUYECKHE OT4YEThI, 0030-
pBI, MyOIUKALUK IO PE3YJIb-
TaTaM BBIITOJIHCHHBIX PaboT

3HaTh:

HAaYyYHO-TCXHUYCCKYIO0 JOKYMCHTAIWUIO, HAYYHO-TCXHUYCCKUC
OTYETHI, 0030PHI, TyOJIUKAITUN

Ymers:

pa3pabarbIBaTh HAyYHO-TEXHUYECKYIO JIOKYMEHTAIHIO,
TOTOBUTH HAYYHO-TCXHUYCCKUC OTYCTHI, O630pBI, HY6JII/IK3.I_[I/II/I
10 pe3yJIbTaTaM BBIMOJIHEHHBIX paboT

Baaners:

HaBbIKAaMHU pa3pabOTKU HAyYHO-TEXHUYECKOW NOKYMEHTalluH,
TOTOBUTH HAYYHO-TCXHUYCCKUC OTYCTHI, O630pBI, HY6JII/IK3.I_[I/II/I
110 PE3yJIbTaTaM BBINOJIHEHHBIX paboT

[IK-18 - CIIOCOOHOCTBIO
OpraHu30BBIBaTH paboTy Ma-
JBIX  KOJUIGKTHBOB  HCIOJ-
HUTENEH, BbIpadaThIBATh U
peaan30BHIBATH yrmpas-
JIEHYEeCKUEe perieHus B chepe
npodeccroHanbHOM
JESTEeITbHOCTH

3HaTh:

TUIIOBBIE YNPABJICHYECKUE DPEUICHUsS NpU paboTe C MaJbIMH
KOJJICKTHBAMHU HCIIOJTHHUTENICH

Ymers:

OpTraHHU30BbIBATH pa60Ty MaJIbIX KOJIJICKTHUBOB HCHOHHHTeHeﬁ,
BbIpa0aTHIBaTh U PEAIM30BBIBATH YIPABICHYCCKAE PEUICHUS B
cdepe npodeccrnoHaNbHON 1eATeTbHOCTH

Baanern:

HaBbIKaMU OpraHu3aluun paGOTBI MaJIbIX KOJIJICKTHUBOB HCIIOJI-
HUTEJICH, BEIPAOOTKH M PeaTH3aliy YIIPABICHYCCKUX PEIICHHUH
B cepe npodeccuoHaATbHON AeITeThHOCTH

dopma A
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I[IK-19 -  cmnoco6HOCTEIO | 3HATH:
pa3pabaThIBaTh IPEIJIOKEHHS | OCHOBBI M COCTABJISIOLINE CUCTEMBI YIIPaBIECHUS
o COBEPILICHCTBOBAHUIO | YMETh:
CUCTEMBI YIIpaBJICHUS pa3zpabarbiBaTh  NPEAJIOKEHHUS IO  COBEPIICHCTBOBAHHIO
CUCTEMBI YIIPaBJICHHUS
Baanern:
Haspixkamu bopmynrpoBaHus IIPEIIOKECHU N o
COBEPIICHCTBOBAHUIO CUCTEMBI YIIPABJICHUS
I[IK-21 -  cmocobHOCTEIO | 3HATH:
paspabaTheiBaTh TPOEKTHI J0- | TOKYMEHTHI, PErJIaMEHTHUPYIONIHE padoTy MO O0eCreYeHHUIO
KYMEHTOB, pernameHTH- | ”HQOpMAaIMOHHOW  OE30MaCHOCTH  aBTOMATH3UPOBAHHBIX
pyronmx paboTy 1o obec- | cucteMm
NEYEeHUI0 HMH(OPMAIIMOHHON | YMeThb:
0€30MacHOCTH aBTOMATHU- | pa3pabaThiBaTh MPOEKTHl JIOKYMEHTOB, DPETIAMEHTHUPYIOIINUX
3UPOBAHHBIX CUCTEM pabory mo  obecrneueHuto  uHpopmanuonHour  (UB)
6e3omacHoctu (AC)
Baaners:

HaBbIKAMHU Pa3pabOTKU TPOEKTOB TOKYMEHTOB, perjiaMeHTHU-
pyrommx padoty no obecneuenuro Ub AC

[1K-25 - 0COOHOCTBIO
obecrieunTh  APPEKTUBHOE
IPUMEHEHHE CpEJCTB 3alllu-
Tl UH(POPMALMOHHO-TEXHO-

3HaTh:

CpGI[CTBa 3alIUTHI I/IH(bOpMaI_[I/IOHHO-TeXHO.HOI‘I/I‘IeCKI/IX
pecypcoB aBTOMAaTU3UPOBAHHOM CHCTEMBI M BOCCTAHOBIICHUS
UX paboToCcnocOOHOCTH TPHU BO3HUKHOBEHMM HEHITATHBIX

JIOTUYECKUX PECypCOB aBTO- | CUTyallUH
MAaTHU3UPOBAHHOW CUCTEMBI U | YMeETh:
BOCCTaHOBJICHHE UX palo- | IpUMEHATh  CpPEACTBA  3alMTHl  MH(GOPMAIMOHHO-TEXHO-
TOCTIOCOOHOCTH  TPU  BO3- | JIOTHYECKUX PECYpCOB aBTOMATU3UPOBAHHONW CHCTEMBI H
HUKHOBEHUU HEIITaTHBIX | BOCCTAHOBJIEHUS MX PabOTOCMOCOOHOCTH MPHU BO3SHUKHOBEHHUH
CUTYyalHi HEILLUTATHBIX CUTYaLHI
Baanern:
HaBbIKAMU JI(P(PEKTUBHOTO MPUMEHEHHSI CPEACTB 3aIlUThHI
MH(OPMAaLIOHHO-TEXHOJIOTUYECKUX pecypcoB aBTo-
MaTU3UPOBAHHON CHCTEMbl W BOCCTAHOBJIICHHE WX pabo-
TOCIIOCOOHOCTH NMPH BO3HUKHOBEHUH HEIITATHBIX CUTYALUi
[IK-26 -  cmocoOHOCThIO | 3HATH:
aAMUHUCTPUPOBATH MOJI- | BO3MOKHOCTH TOACHCTEMBI MH(OPMaLMOHHONW 0€30MacHOCTH
cucrteMy HH(OPMAIMOHHOW | aBTOMATH3UPOBAHHOW CUCTEMBI
0€30MacHOCTH aBTOMATHU- | YMeTh:
3UPOBAHHON CHUCTEMBI aIMUHUCTPUPOBATH MOJICUCTEMY uH(HOPMAIMOHHON
0€30MacHOCTH aBTOMaTU3UPOBAHHOMN CHCTEMBI
Baaners:
HaBbIKAMH aIMUHUCTPUPOBAHUS MTOJACUCTEMBI
UHPOPMALIMOHHOM  0e30macHOCTH  aBTOMATH3UPOBAHHOM
CHUCTEMBI

dopma A
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4. OBIIAA TPYJTOEMKOCTDb JUCIIAITJIMHBI

4.1. O0beM TUCHUILIMHBI B 3a49€THBIX eIUHHUIIAX (Bcero) 7.
4.2. O0beM IMCUMILUIMHBI 10 BUAAM YUeOHOi padoThl (B 4acax):

Bup yueonoii
padoThl

KonnyectBo yacos (popma od0yuenust

OHesHas )

Bcero no niany

B 1.4. mo cemecTpam

9 cemecTp

1

2

3

4 5

KonTakTHas
paborta
o0Oydaromuxcs ¢
penojaBareaeM

90

90/90

AynutopHble
3aHATUS:

90

90/90

Jlexuun

36

36/36

[IpakTnueckue u
CEMUHAPCKHE
3aHSATHUS

JlaGopaTopHsble
paboTsl
(;mabopaTtopHbIit
MIPAKTUKYM)

54

54/54

CaMmocTosTenbHast
pabota

126

126

dopma TEKyIIEero
KOHTpPOJIA 3HAHUU
U KOHTpOJNs ca-
MOCTOSITEIIBHOMN
paboTHI:
TECTUPOBAHUE,
KOHTp. pa0oTa,
KOJUIOKBUYM,
pedepar u ap. (He
MeHee 2 BUJIOB)

-TectupoBanue
Ha CEMHUHapax;
- BOIIPOCHI TTPH
3amure gabopa-
TOPHBIX paboOT

Kypcogas pabora

Buanr
MIPOMEKYTOUHOMN
aTTecTaluu
(’K3ameH, 3a4eT)

OK3aMCH

OK3aMCH

Bcero yacoB no
TUCLUIUINHE:

252

252

B cnydae

HCO 6XO,Z[I/IMOCTI/I HCIIOJIB30BaHUA B

y4eOHOM IpoIecce

YaCTUYHO/UCKITIOYUTEIHHO

JIMCTAHIIMOHHBIX 00Pa30BaTE/IbHBIX TEXHOJIOTHIA B TAOJIHIIE Yepe3 CIICH yKa3bIBACTCs KOJIMYECTBO YacOB
pa6otsl IIIC ¢ o0yvarormMMucs i MPOBEACHUS 3aHATHIA B TUCTAHIIMOHHOM (hopMare ¢ PUMEHEHHEM
3JICKTPOHHOI'0 O0YUYCHHMS.

dopma A

Crpanuna 7u3 20




MunmcTepcTBO HayKH M Bbiciero oopasoBanus PO
VY bSHOBCKHI FOCYJapCTBEHHBIH YHUBEPCUTET

®dopma

®-Paboyas nporpaMma 1o JUCHHUIUINHE

4.3. Conepxkanne TUCHHUILINHBI (MoayJif.) Pacnpenesnenne 4acoB mo reMamM M BUIaM

yueOHo# padoThI:

®dopma 00yueHus JTHEBHAsI
Bcero Bujpl yaeOHBIX 3aHATHIA
HasBanue pa3zaenoB u Tem Ca-
AyIUTOpPHBIE 3aHATHUS MOC-
3aHATHS B Tosi- dopma
HHTEPAK- TEKYLIETO
Tex. | TIPAKT. |Jlabopa-| rupmoit T;:;_ KOHTPOJIS
3aHATHSA, | TOPHBIC (I)OpMe 3HAHUUN
W cemunap| paGoTor pabo-
Ta
1 2 3 4 5 6 7 8
Pa3znen 1. TunoBble yrpo3bl ceTeBoii 6€30MaCHOCTH
1. CereBble aTaku 6 4 2 Tecter T1
2. MexaHu3MBbl peanu3aluuu 6 4 2 Tecter T2
atak B cetsix TCP/IP
3. Metoasl nepexsara 8 4 4 Tectsr T3
CETEBBIX COCAMHEHU B CETAX
TCP/IP
4. Ilpumepsl CETEBBIX aTak B 30 4 6 6 20 | Tects T4,
cersix TCP/IP. Texnuueckue JIa0. Pao.
Mepbl 3allUThl OT CETEBBIX Nel
aTak
Paznen 2. Kpunrorpaguyeckue MeToabl 3alIMTHI HHPOPMALMH B KOMIILIOTEPHBIX CETAX
5. Kpunrorpaduueckue 26 4 8 14 | Tectn TS,
MPOTOKOJIBI obecrniedeHus J1a6. Pab.
6e30macHOCTH Ne 2
6. 3amuTa BUPTyaJIbHbIX 26 4 8 8 14 | Tecrn T6,
yacTHbIX ceTeil (VPN Hafr. P3a6.
7. Pa3paboTka 3amuiieHHbIX 26 4 8 14 | Tectsr T7,
CETEBBIX MPUITOKEHUN Hafr. P436.

Pasznen 3. [IporpaMMHoO-anmnapaTHblie cpeAcTBa o0ecneyeHusi 0€30I1aCHOCTH B

KOMNbIOTEPHBIX CETAX
8. CpexacrtBa 3alIUTHI JIO- 28 4 8 16 Tecrter T8,
KaJIbHBIX ceTel npu JIa6. Pab.
nojkJItoueHuu K Matepuer Ne S

9. 3ammra cepBepoB U 60 4 16 16 40 | Tectsr T9,
paboumx crannuii. Cpeacrsa JIab. Pab.
U MCTOIbI IMPCAOTBPAIICHUA Ne 6’7
1 00HApY>KCHHS] BTOP)KCHUN

Hroro: 252 36 54 30 126

dopma A
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5. COAEP) KAHUE JUCHUIIJIMHBI (MOAYJIA)

Pa3znea 1. TunoBblie yrpo3bl ceTeBOi 0€30MaCHOCTH

Tema 1. CeTeBble aTaku

Cranuu mpoBeneHus cereBoi artaku. Kiaccudukanus CeTeBbIX yrpo3, yS3BUMOCTEH U
aTak. ATaku Ha peaM3allid CETEeBBIX MPOTOKOJOB, OTICIbHBIC Y3IbI M CIyXkObl. OCHOBHBIC
MEXaHU3MbI TTPOBEJICHMS CETEBBIX aTaK Ha pasnuyHbIX ypoBHAX monenu ISO/OSI. TIpoGiemsr
obecrnieueHrs KOHPUACHIIUATHLHOCTH, [IEIOCTHOCTU U JOCTYIMHOCTH MH(POPMAIINH Ha Pa3IHYHBIX
ypoBHsx moaenu [ISO/OSI.

Tema 2. Mexanusmsl peanusanuu atak B cersix TCP/IP
VYnanéanoe ompenenenue Bepcuu OC ¢ HCMONB30BaHMEM OCOOCHHOCTEW pealm3allud CTeKa
npotokosnioB TCP/IP. Metoapl ckaHMpOBaHHs TOPTOB. MeTonbl OOHapyKEHHs MaKETHBIX
caudepon. Metonbr 06xo1a MD.

Tema 3. MeTroabl nepexBara cereBbIX coequHeHuii B cersix TCP/IP

Nmnepconanus Benenyro. [ecunxponnzanusi TCP-coenunenuii. Ataku, HarpaBJIeHHBIE
Ha CETEeBYIO MH(MPACTPYKTYpy. 3aluTa OT aTak.

Tema 4. Ilpumepsl cereBbix aTak B ceTax TCP/IP. Texuunueckue Mepbl 3alIIUTHI OT
ceTeBbIX aTaK

[IpunyxeHne K YCKOpEHHOM 1iepenaye. ATaku, HamnpaBi€HHbIE Ha OTKa3 B
oOcity>)xuBaHuM. M3MeHeHHe KOH(QUTYpalud M COCTOSHHS XOCTOB. HemocTaTku NMpOTOKOJIOB
cemerictBa TCP/IP ¢ Touku 3peHust obecneueHus: OezomacHOCTH MH(opmarnuu. TexHudeckue
MEpBI 3aIUTHI OT CETEBBIX aTaK.

Paznea 2. Kpunrorpaguueckue MeToabl 3alIMThl HHPOPMANUN B KOMIILIOTEPHBIX
ceTsix

Tema 5. Kpunrorpadpuyeckue npoTokoJibl odecneyeHusi 0€30MaCHOCTH

[TpoTokonbl ayTeHTU(UKAIIMH HA TpUKIaAHOM ypoBHE. [Ipotokon Kerberos. IIpoTokomns
ayTeHTHU(UKAIMU Ha TpaHcnopTHOM ypoBHe. [Iporokon SSL/TLS. JlocTomHCTBAa W HEOCTATKH
ayTeHTH(UKALUU Ha pa3NIu4HbIX YpoBHAX Mozaenu [SO/OSI.

Tema 6. 3amuTa BUPTYaJbHbIX YacTHBIX ceTel (VPN)

HasnaueHnue, OCHOBHBIE BO3MOXHOCTH, MPUHIUIBI (YHKIIMOHUPOBAHHUS U BApPUAHTHI
peamuzanmu VPN. Opranu3zanus TYHHETUPOBAHHUS Ha pa3audHbIX ypoBHsX Mozaenu [SO/OSI.
HocrounctBa u Henocratku npumeHeHus VPN. IIporokon IPSEC. Ilporoxonst AH u ESP.
Ocob6ennoctu padotsl mpotokoia [P SEC B TyHHeIbHOM U TpaHCTIOPTHOM pekumax. [IpoToxos
ynpasinenusi kmouamu ISAKMP/Oakley. Mcnons3zoBanue nporokona L2TP s opranuzarmu
BUPTYaJIbHBIX YaCTHBIX CETEH.

Tema 7. PazpadoTka 3aliMIIEHHBIX CeTEBbIX NMPUJIOKEHHU I

Aytentudukanus, mudppoBaHue, o0OecleuyeHue IMEeJOCTHOCTH C HCIOJIb30BaHUEM
nporpammuoro untepgeiica SSPI. [Iporpammustii uarepdeiic OpenSSL.

Pazgen 3. IlporpamMmHo-anmapaTHble cpeacTBa oOecnedyeHUss 0€30MACHOCTH B
KOMIIBIOTEPHBIX CETAX

Tema 8. Cpencrsa 3amIMThHI JTOKAJbHBIX ceTell NPU MOAKJII0YeHUH K UHTepHeT

MexcereBble skpanbl (MD). Mecto u ponb MO B obecriedeHnn ceTeBoi 6€30MacHOCTH.
Knaccudukanmss M3D. TpeboBarus k MD. OcHOBHBIE BO3MOKHOCTH M CXEMbI pa3BEepPTHIBAaHUS
MD. JoctounctBa u Hemoctatku MD. Iloctpoenue mpaBusl QuiIbTpanuu. MeToIbl CETEBOM
tpancsiiuu agpecoB (NAT). Lmo3b1 ypoBHs npriioxkeHui. Peanuzarusi ceTeBol MOJUTHKH
0€30IacHOCTH ¢ HcToyib3oBaHeM MO, MeTozbl 00X0/1a MEKCETEBBIX IKPAaHOB.

Tema 9. 3amuTa cepBepoB U pado4MX CTAHIUIA.

CpenctBa W MeTOABl TMPENOTBpAIlEHUST W OOHapyKeHUsi BTOpxkeHuil. Cucremsl
obnapyxenusi BropkeHuit (COB). Ha3znauenue u BO3MOXXHOCTH CPEICTB OOHAPYKEHUS
BTOP)KEHUH Ha XOCTBHI, IPOTOKOJIBI U CETEBbIE CIIYy>KObl. MECTO U pojb CPEACTB OOHAPYKEHUS
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BTOp)KEHUH B oOmiell cucreme obecredueHusi cereBoi Oe3omacHocT. Kmaccudukarmus COB.
BbisiBIIeHHEe aTak Ha OCHOBE CHTHATYp aTaK W BBUIBICHUS aHOMAIMK. AYAWT TPHKIAIHBIX
cmyx06. CpencrBa oOHapyKEeHHUs YS3BHUMOCTEH ceTeBbIX Ciyxk0. CrocoObl MpPOTHBOICHCTBUS
BTOp)KkeHHAM. Cructembl BUpTyalbHBIX JIoBYIIEeK (Honey Pot u Padded Cell).

6. TEMBI IPAKTUYECKHUX U CEMUHAPCKUX 3AHATUI
6.1 IlpakTHyeckre W CEMHHAPCKHE 3aHATHUS HE NPEAYCMOTPEHBI Y4E€OHBIM ILIAHOM
JUCLUTIIIUHBI.

7. JABOPATOPHBIE PABOTHI (JABOPATOPHBIN ITIPAKTHKYM)

L]enwy. JTabopaTOpHBIN MPAKTHKYM IO TUCIUIUIMHE HANPABICH HA M3yYeHUE CTYACHTAMHU
BCEX COBPEMEHHBIX IOAXOJAOB g oOecriedeHuss HWH(POpPMAIMOHHON  0e30macHOCTH
COBPEMEHHBIX OMEPAIMOHHBIX cucTeM. OXBAaTHIBACT KIMEHTCKHE OIEpallMOHHBIC CHUCTEME (Ha
6a3e Microsoft Windows 10 u Alt Linux), a Takxe cepBepHbIE ONIEPAIIMIOHHOE CUCTEMBI (Ha Oa3e
Microsoft Server 2026R2 u Alt Linux Server). B cooTBeTCTBUYU ¢ PYKOBOJSIIUMHU TOKyMEHTAMU
o0ydeHre IPOUCXOANT Ha CepTU(ULIMPOBAHHBIE BEPCUSIX ONEPALMOHHBIX CUCTEM.

Memodonoeuss OCHOBBIBA€TCS HAa CaMOCTOSTENILHOM OOYYCHHH CTYISHTOB  PELICHUIO
CTaHJapTHBIX 3a7lady Ha OCHOBE TEXHMYECKOH JOKyMEHTAIllH, TeopeTudeckoro marepuana. Bee
paboTter 06mamaT auddEepeHIUPOBAHHON JTMHEHHO PACTYIIEH CIOKHOCTHIO BBITIOJHEHUIO U
CO3/1aHbl HAa OCHOBE CTaHIAPTHBIX MPAKTHYECKHX 3a/lad coBpeMeHHoro mnpeanpusarusa. [lomck
TEXHUYECKOH HWHPOpPMALMK, a TaKXkKe M0oA0Op HEOOXOIMMOro peIIeHUs] MPOH3BOIUTHCS
CaMOCTOSITENIbHO CTYJEHTaMH B OTKpPBITBIX HCTOYHMKAX M KOHTPOJIUPYETCS B XOJe
71ab0paTOPHBIX 3aHITHIA U TPOIECCE TEMOHCTPAIIMH ITOJYYCHHOTO PEIICHUS.

Pezynomam. TlonyueHHble pelIeHUS IEMOHCTPUPYIOTCS CTYIAEHTOM i KaKIOro W3 THIA
OTIepaIMOHHBIX cUcTeM. [Ipr HEOOXOAMMOCTH IEMOHCTPUPYETCS XO/I BBHITIOTHEHUS paOOTHI.
Tpebosanuss k¥ obopyoosanuto. J1jisi BBIIOTHEHHUS PabOT CTYACHTHI HCIOJIB3YIOT HECKOJIBKO
BUPTYaJbHBIX MAIIMH C PA3JIMYHBIMH BEPCUSMU ONEPALMOHHBIX CHCTEM. BO03MOXKHO
CaMOCTOSITEJIbHOE BBITIOJTHEHHE JIA0OPATOPHBIX paboT BHE JabopaTopun. KoMmbroTep ¢ )KECTKUM
auckom — 100 Gb, O3Y: 8 Gb, Windows 10 Pro, BaseAlt (AnbT Pabouas cranius, AibT
cepep), Kali Linux, Oracle Virtual Box, Putty, PGP, Apache, nginx, Statistica, Origin. Ilo
JKEIIAHUI0 CTYJEeHTa BCE BHUPTyaJbHbIE MAIIMHBI MOTYT OBITH DPa3BEPHYTHI Ha BBIICICHHOM
cepBepe BHUPTyaJlbHbIX MallMH B Jaboparopuu. Jlns wMopenupoBaHus pabOThl cerei
ucnonesizyercs CISCO Packet Tracer. Cerp nmabopaTropuu mpenacTaBisieT coO0i reTeporeHHyIo
CETh, BKIIFOYAIONIYIO B CE0s1 MHANBUYJIbHBIN HA0OP CJIEIYIONMEro 000py10BaHMUS:

1. KommyTtarop L2, L3.

2. Mapmpytuzarop L3 ¢ pynkmusmu VPN.

3. Mapupytuzarop Kontuner KII 25.

4. Mapmpytuzarop VipNet Koopaunarop.

st mopneprxkanus paboThl ceTedd Mcmoyib3yeTcs: BwiaeneHHbI Kommyrtarop L3, L3
CKOH(UTYPUPOBAHHBIN 111 paOOTHI HE3aBUCUMBIX CETMEHTOB CETH.

Tpebosanusi k oghopmnenuro nabopamopnou pabomwl. Bce daiiabl, UCIOIb3yEeMbIE B
nabopaTtopHoOil paboTe, MODKHBI OBITH MPEICTAaBICHBI B OJHOM Karajore ¥ HMETh
HAaUMEHOBAHMS, ONHUCHIBAalOIIME XpaHuMyio B  (aiinme  wuHbpopmanuio.  Hampumep:
ssh _client key.txt — comgepxut uHpOpMaIHIO 0 KIHeHTCKOM kKitode st SSH. JlomkeH ObITh
daiin read.me ¢ TEKCTOBBIM OINKMCAHHEM BCEX HACTPOCK, KOTOPHIC OBUIM HWCIIOIB30BaHBI IS
BBITIOJIHEHUS Ta00paTOPHOI paboThl pa3OUTHIX Ha cekuuu. Hampumep:

[BaseAlt (AnpT Pabouas crTaHuusda, AJNBT CcepBep) Server]
IPv4=10.2.0.1/24
DNS=10.2.0.2
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gateway: 10.2.0.3

; ODo3HaueHMEe KOMMEHTAapmsd

HNMena momnel 1OKHBI OBITh HATMCAHBI JIATHHCKUMU OykBamu. CEKIIMM MOTYT BKIIFOYATh B ce0s
HOJICEKIIUH.

Pasnea 1. Tunossle yrpo3sl ceTeBoii 6€301aCHOCTH

Tema 4. IIpumepsnl ceteBbix aTak B ceTsix TCP/IP. Texuuueckue Mepbl 3alIUTHI OT
ceTeBbIX aTaK

JlabopaTopHas padora Ne 1 (6 yacoB). CTpoeHme ceTeid.

L]ens. N3yuenne 6a30BbIX MEXaHU3MOB TOJTY4YEeHUSI HH(POPMAIIMK O KOH(PHUTYpAIH CETH.
[ToryyeHue HaBBIKOB pPabOTHl C Pa3IUYHBIMU IPOrpaMMaMu, MO3BOJIAIOIIMMHU ONPEIEIUTh
KOH(UTypalHio CeTH WIM KOH(PUIYypaluio OTIEIBHOTO YCTpoWcTBa B ceTu. TpeOyercs s
BBITIOJIHEHHS BCEX MOCIEAYIOMIMX Ja00paTOPHBIX padoT.
3adaua. Bee 3amaun Heobxonumo BeimonHUTE HAa OC MS Windows 10 u BaseAlt (Anbt PaGouas
CTaHIUs, AJIBT CEPBED).

o Jlns KaxI0M M3 ONEPAlMOHHBIX CHCTEM YCTAHOBHUTH CIEAYIOILIEE MPOTPAMMHOE
obecrieyeHue:

e (Ckanep 0e3omacHoctu Nmap (ZenMap - ¢ rpaduaecKuM peskiMOM)
e Wireshark

e Putty

e whois

e tranceroute

e nslookup

e Jlpoussectn ananus caiita 80.250.180.133. OO6HAPYX UTH BCE OTKPBITHIC TOPTHI U
npoTokoiibl. COCTaBUTh CXEMY PAaCIMOJIOKEHUS TAHHOTO pecypca. Y CTaHOBHUTH
DNS umena pacnonoxxeHHbIx Ha ykazaHnHoM [P aapece cepBepoB. b

e [lpoumsBectn moakmoueHue K cepBepy 62.76.32.162 mno mportokomy ssh
(cTaHmapTHBIN TOPT).

e [IpousBecTn mnepexBaT MakeToB ssh NPOTOKOJA HAMpaBISEMBbIX K JaHHOMY
cepepy npu nomomu Wireshark. Baumanue! Heo6xonmuMo moka3aTh mepexBar
MaKEeTOB MMPH MOJIyYeHHUE TIEpBOTro Kitova mudpobanus SSH.

e Jlns o6oux cepBepoOB yKazaTh HOMEpP aBTOHOMHOM CUCTEMBI U €€ BIaJielblia.

o [loaxmrounthes k WiFi cetn yHUBEpcUTeTa.

e Bruucnurs IP agpec nutro3a Beixogaa B IHTEpHET.

e OmnpenenuTh MPOTOKOJ mMU(PpOBaHKS Tpaduka.

Paznen 2. Kpunrorpagpuyeckne MeToabl 3alMThl MHPOPMAIIMA B KOMIBIOTEPHBIX
ceTsix

Tema 5. Kpunrorpadpuyeckue npoTokoJibl odecneyeHusi 0€30MaCHOCTH

JlabopaTopHasi padota Ne2 (8 gacoB). YaanéHuslii 1octyn no nporokoay SSH.

L]env. I3yuenne BO3MOKHOCTEN MpoToKoJa SSH 11s mostyyeHus yAaI€HHOTO T0CTyIa K
cepBepy. BO3MOXKHOCTeW mpoTokona SSH nns mosydyeHus yJOal€HHOroO AOCTyNna K CEpBEPY
3aoaua Nel. Bee 3amaun HEOOX0IMMO BBIMOJTHUTL Ha BaseAlt (Anbpt PaGouast cranius, AnbT
cepsep), ¢ ucnonpzoBanueM OC MS Windows B kauecTBe KJIMEHTCKOW OMEPAIMOHHON CHCTEMBI.

e VYcranoButh cuctemy openSSH cepsep Ha OC BaseAlt (AnsT Pabouas cranmus, AnsT
cepsep) u putty Ha OC MS Windows.

e (Co3znath KJII0Y cepBepHOro mudpoBanus HHGOPMAIIH.
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VY CTaHOBUTH COEIMHEHUE C JaHHBIM CEPBEPOM C APYroro KJIMEHTa, Ha KOTOPOM 3amylleH
WireShark. ITepexBaTuTh Ki1t0u cepBepHOTro mu(poBaHus.

3anpeTuTh nepeAavy Kiroda o OTPhITOMY KaHaly.

Co31aTh KJII0Y KJIWCHTA.

3ammcarh KIF0Y KIMEHTA HA OTYYXKIaeMbIii HOCUTENb WH()OPMALIUH.

YcranoButh coenunerue ¢ npyroit OC ucnons3ys kitou kiaueHTa. [lepexBatuts Tpadux
U TIPOaHAIM3UPOBATH NMONTyYeHHbIE MakeThl. OOBSACHUTH YBUICHHBIH pe3yNbTaT.

Coznmarp kimoun mudpoBaHUs Ha KIMEHTE Hcnoib3ys puttyGen. Ilepemucats ux Ha
OTYY’KJ1a€Mblii HOCUTENb.

VY CTaHOBHUTH KIMEHTCKUE KITI0UM mudpoBanus 1 openSSH.

[IpousBecTu coelMHEHUE C CEPBEPOM.

3aoaua Ne2. Bce 3amaun HEOOXOIMMO BBIMOJIHUTH Ha BaseAlt (Anbpt PaGouast cranius, AnbT
cepsep), ¢ ucnonpzoBanneM OC MS Windows B kauecTBe KJIMEHTCKOW OMEPAIMOHHON CHCTEMBI.

Otkmounth KueHTCKui kommbioTep Ha OC MS Windows ot cetu MaTepHeT.
Hactpouts pabots! nporokona SSH B pexxume PORT FORWARDING.

Co3nmarh «mpoOpoc» MopTa M3 BHYTPEHHEH 3alUIICHHONW CETH Yepe3 cepBep /0 caifTa
www.ulsu.ru u nporokosioB HTTP u HTTPS.

[lepexBaTuTh OTHpaBICHHbIE MAKeThl C HHpoOpMANMEed U MPOJEMOHCTPHUPOBATH
UCIIOJIb30BaHUE MU (PPOBAHUS UHPOPMALIUH.

Tema 6. 3amuTa BUPTYaJbHbIX YacTHBIX ceTeil (VPN)

JlabopaTopnasi pa6ora Ne3 (8 yacos). Ucnoan3oBanue VPN.
Lens. V3ydeHne BO3MOXKHOCTEHW MporpaMMHOro obOecrneueHuss VPN s cozmaHus

3aIUIIEHHBIX KOMITBIOTEPHBIX ceTeid. [lomydeHue HaBBIKOB pabOThl CO CTaHAAPTHBIM
HpOI‘paMMHBIM O6€CHG‘I€HI/IGM JJIA CO34aHUA 3alllMIIICHHBIX KaHAJIOB CBS3H.

3a0aua Nel. Co3paHue 3alIUIIEHHOTO0 MEXCETEBOTO B3aUMOIEHCTBUS CETEN.

N3MeHuTh KOH(UTYpPALUIO CETH.

1.

NS n Rk

8.

CkayaTh Ha JIOKQJIBHBIA KECTKUM JUCK TpU oOpasza OIeparuoHHBIX cucrteM: MS
Windows 10, MS Windows Server, BaseAlt (AnsT PaGouas cranmms, AibT cepsep).
OTkiIr09UThCS OT 001IeH ceTr 1abopaTopuu U BKIIOYUTHCS B OJJUH U3 MapIIPyTU3aTOPOB
MicroTik.

Ha3znaunte mopThl Mapmrypuzaropa ciaeayrommm odpasom: Ilopter Nel,2 — VLANI;
[Toptsr 3,4 — VLAN2;

[Toakntounte BUpTyasibHbie MamMHbl KIIneHTCKUX OC k VLANI.

[ToaknounTh BUPTYyaIbHYIO MAIIMHY ¢ cepBepoM kK VLAN2.

CoznaTh Ki10uM qoctyna U (aisasl KoHGUTYyparuii Juist KIIMEHTCKUX KOMITbIOTEPOB.
VYcranoButh VPN KIHEHT U IPUMEHHUTD (hailiibl KOHUTYPALIUH.

[lepenats ¢aiin no npotokonry SMB B 3amuieHHoi ceTH.

3aoaua Ne2. Ucnions3oBanne AIIKII «KoHTUHEHT) IS CO34aHUS 3aIUAIIEHHON CETH.
V3MEeHHUTh KOH(UTYPAIHIO CETH.

1.

2.
3.
4

[Hoaxmounts mopt 3 kK VLANDO.

[Momyuuts kmoun mmdposanus s AIIKIL «Kontunent» Cepsep Hoctyna.
IMoaxmrouuts AIIKII «Kontuaent» k VLANI.

Hactpouts AIIKII «Kontunent» CepBep nocTyna B COOTBETCTBHM C PYKOBOJICTBOM
aMMHHCTpATOpAa.
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5.

[lepenats ¢aiin no npotokonry SMB B 3amuiieHHoO ceTH.

Tema 7. PazpadoTka 3alllMIIEHHBIX CETEBbIX NMPUJI0KEHUI

JlabopaTopnasi padora Ne4 (8 uaco). Pabora ¢ ceprupuxaramm SSL.
Llenv. U3yuenne Bo3MoxkHOcTel meHTpoB ceptudukamuu (Certificate Authorities).

[Tony4yeHne HaBBHIKOB pabOTHI ¢ KPUNTOTpAaQHUSCKUMH KIIOYaMHd. [IpuMEHEHHe BCTPOCHHBIX
cucteM muppoBaHus HHOOPMAILIUY B CTAaHAAPTHBIX MPUIIOKECHHIX OIIEPAIIMOHHBIX CUCTEM.
3aoaua. J1ns BeimonaHeHUs: gabopaTtopHoi padboTel ucnosb3yoTess OC MS Windows u BaseAlt
(AnsT Pabouyast cranius, AJbT cepBep).

Heo06xonuMo yCTaHOBUTb M HACTPOUTh CIIEAYIOLIEE IPOrpaMMHOE OOecCleUYeHHUE:
OpenSSL

Brinate ceprugukar SSL Ha cBoe ums: SN - nomkHO copepxkath Bairy ®HO. Taxoke
ceprudukaT T0IDKEH cofepxkarh Baml aeiictByronuit EMAIL anpec.

Ckauatb ceptudukat oTKpbIToro kimoua st Kopeliko Anexcannpa ViBanoBuya.
YcranoButh ceprudukar B OC U HACTPOUTH AJICKTPOHHYIO IMOYTY TaKUM 0OpazoM,
YTOOBI OTHpaBIsIEMble MUCbMA COJCPXKATM Ballly 3JIEKTPOHHYIO MOINKHCH U ObUTH
3ammdpoBansl 11t nonyyarens Kopeiiko Anekcanap MBanosuu.

YcranoBuTh JTOKaIbHBIN web cepBep (apache, nginx).

Brinats ceptudukar amns 1okansHOro BeO cepBepa.

[IponemoHcTpupoBaTh paboTy 1Mo 6e30macHoMy https coeTMHEHMUIO.

Otuer mo naGopaTopHOil paboTe HOKEH conepkaTh (paill ANEKTPOHHOrO MHChMa B
dopmare SMIME, a takxe daiin ceprudukara.

Paznen 3. IIporpamMMHo-anmapaTHbie cpeAcTBa o0ecnevyeHUsi 0€30MACHOCTH B

KOMIILIOTEPHBIX CETHX

Tema 8. Cpencrsa 3amIMThI JTOKAJbHBIX ceTell MPU MOAKJII0YeHUH K UHTepHeT

JlabopaTopHasi padora Ne5 (8 wacoB). MoaeaupoBaHue BUPTYaJIbHOM CETH.
ILlenb. O3HakOoMJIEHHE C METOJAaMU  MOJEIUPOBaHUsI ceTeil. 3HAKOMCTBO C

TEJIEKOMMYHHUKAITMOHHBIM 000pynoBanneM komnanuu CISCO. Pemenne mpakTHyeckux 3aiad.
3adanue. Bemmonusiercs B mporpammaoM obecnieuenun Cisco Packet Tracer

Bamra ¢pupma nepeesxkaeT B HOBBIM OM3HEC-IIEHTP, TJe OHA apeH0Baia 3 MOMEIICHUs, Ha
1-M, 2-M 1 3-Mm 3Taxe. Y Bac €CTh OrpaHUYCHHBINH HA00p 000PYAOBAHNUS:

3 kommyTtaropa Cisco 2960

Mapmpytuzarop Cisco 1941

poytep Cisco WRT300N

Bac nonpocunu pazpabotaTh cXeMy CETH CO CIEAYIOIIMMHU TPEOOBAHUSIMU:

JI1060i1 KOMITbIOTEP KOMITAHUU MOKET CBSA3BIBATHCSA C JIOOBIM JIPYTUM KOMIBIOTEPOM, HO
IIPU ATOM, KaXKI0€ MOMEIEHHE JOKHO OBITh H30JIMPOBAHO.

Ha tperbem aTaxke momxkHa ObITh ycTaHoBieHa WiFi Touka goctyma. Touka gomkHa
uMeTh mapoib ulsu3Oyears, momkHBI BblnaBaThesi nepBbie 20 anpecoB. SSID nomxen
OBITH CKPBIT.

Ha Bropom staxxe ycranosieH WEB cepsep. JlocTyn K HeMy IOJDKHBI MMETh BCE
KOMITHIOTEPHI 110 JIOKAIbHOMY UMeHH "sharepoint”.

Ha mepBom sTaxke 3 pabouux mecta, Ha BTOpoM 2 pabouux mecta u cepsep, Tpetuit 10
pabounx MECT, B TOM YHUCJIE 5 OECIIPOBOIHBIX.
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e K cereBoMy 000pYZOBaHUIO JOJKEH OBITH MpEAOCTaBleH Oe3omacHbld gocTyn no SSH.
Jns noctyma K 0OOpyIOBaHMIO Bac MONPOCWIM CO3AaTh  aAMHUHHCTPATHBHYIO
BUPTYAJIBHYIO CeTh "mi6".

Tema 9. 3ammTa cepBepoB U pad04YUX CTAHIUIA.

JlaGopaTopHas padora Ne6 (8 wacoB). OOHapy:KeHHe BTOPKEHUIA.

Llens. W3ydyeHue BO3MOXKHOCTEH COBPEMEHHOI'O MPOTPaMMHOI0 OOecredeHus s
0OHapy>XeHUSI BTOP>)KCHUH. Y TIpaBieHUE TTpaBuIaMu 0€30MaCHOCTH, aHAJIU3 KYPHAJIOB COOBITHH.
3adaua. YcTaHOBKa U HACTPOMKa CUCTEM OOHapy)KEHUs BTOp>KEHM B ceTH. IIpoBeneHue ataku
Ha 3alllMUICHHBIA CerMeHT ceTdu. J[ns mpoBeneHHs aTakd pPEKOMEHAYETCS HCIOJIb30BaTh
cneunanusupoBanublii auctpudytuB OC — Kali Linux.

e Ha OC cewmeiictBa BaseAlt (Anbt PaGouast crannusi, AJTbT cepBep) ClIeyeT YCTaHOBUTD

1 HACTPOUTH CUCTEMY OOHApYKEHUSI BTOPKEHHM Snort

e [Ipu momomm yTWIMT TpeaycTaHOBIeHHbIX B muctpuOytmB Kali Linux mpousBectn
aTaky Ha J1000# CBOM KOMITbIOTED, TOJKIIOUEHHBIN K cucTeMe 00HApY>KEHUS! BTOP>KEHHIHA

Snort.

e [loka3ate, kak Snort 0OHapyKHJI aTaKy Ha Balll pecypc.
e Co3sgats npaBuio, ooHapyxuBatomue ICMP araku Ha Bam pecypc.
e AHaNMM3UPOBATH )KYPHAI COOBITUI U MPOIEMOHCTPUPOBATH OOHAPYKEHUE ATAKH.

Tema 9. 3amura cepepoB U pad0YMX CTAHIUH.

JladopaTtopnas pa6ora Ne7 (8 wuacos). AIIKII «KontuHenT» OOHapy:KeHuUe
BTOPKEHUH

Lens. N3yuenne Bo3moxkHocted komiuiekca AIIKII «KontunenT» anis perucrpauuu
BTOPKEHUI B JIOKATbHYIO CETh.
3aoaua. O3HaKOMIJIEHUE C CEPTHPHUIUPOBAHHBIMU CHCTEMaMH OOHAPYKEHUS BTOPKEHUN B CETH.
PaGota ¢ npaBunamu punbTpanuy 1 0OHapy>KEHHS aTak.
N3meHnTh KOH(DUTYpAITUIO CETH.
1. OtkmrounTh paboYyr0 CTAHIUIO OT JIOKAJBLHON CETH JabOpaTOpUU M TOIKIIOYUTHCS K

MapmpyTtusaropy MicroTik.

2. Hactpouts noptel Mmapuipytuzaropa Nel,2,3 8 VLANI.

3. Hacrpouts nopt mapmpytuzaropa Ne4 B pesxkum MIRRORING («3epkamupoBaHue»).

4. Toaxmounts AIIKII «KonTrHEHT» K mopTy Ned.

5. Hactpouts AIIKII «Kontunent» Cucrema OOHapy»XeHUsS BTOPKECHHUU B PEKUME
PROMISCUOUS MODE.

6. Ilpoussectu ICMP ataky B ceru.

7. TlpomemoHCTpupoOBaTh pe3yiabTarhl padoThl npasui Ha AIIKII «KoHTHHEHTY.

8. TEMATHUKA KYPCOBBIX, KOHTPOJIBHBIX PABOT, PE®@EPATOB
8.1 KontponbHble paboThl, KypcoBble paboThl U pedeparbl He MperyCcMOTPEHB! yUeOHBIM
IUTAHOM JTUCIUTUTHBEI.

9. MEPEYEHbBb BOITPOCOB K 9K3AMEHY
1. Crtaguu npoBeeHUs CETEBOM aTaKH.
2. Knaccudukarus ceTeBbIX yrpo3, ysI3BUMOCTEH U aTak.
3. ATaku Ha peanu3alfy CeTEBhIX TPOTOKOJIOB, OTACIBHBIC y3JIbl U CITYKOBL
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4. OcHOBHBIE MEXaHU3MBbI IPOBEICHUS CETEBBIX aTaK Ha pa3inuyHbIX ypoBHAX Mozaenn ISO/OSL
5. IIpobnembr obecrieueHrs KOHPUACHITMATHHOCTH, IIETOCTHOCTH U JOCTYITHOCTH HH(POPMAITHH
Ha pa3uyHbIX ypoBHsX Mozaenu ISO/OSIL

6. Y nanéanoe onpenenenue Bepcun OC ¢ UCTIOTB30BaHUEM 0COOCHHOCTEH peaan3alny CTeKa
npotokosnoB TCP/IP.

7. MeTonibl CKaHUPOBAHMS TTOPTOB.

8. MeTopl 00Hapy KeHHs TaKeTHBIX cHU(epoB. MeToabl 06xoma MD.

9. Umnepconanus Benenyro. Jlecunxponuzamusa TCP-coeqnHeHui.

10.ATaku, HanpaBJICHHBIE HA CETEBYIO0 HHPPACTPYKTYPY.

11.IlpunyxaeHne K yCKOpeHHOH niepenayue. ATaku, HalpaBJIieHHbIE HA OTKa3 B 00CITYKUBaHUH.
12.13MeHeHne KOHPUTYpALUU U COCTOSIHHSI XOCTOB. HelocTaTku mpoTOKOJIOB ceMENCTBa
TCP/IP ¢ Touku 3peHust odecrieueHus 6€30MmacHOCTH HH(OpMAIUH.

13.Texuuueckue Mepsbl 3alUThI OT CETEBBIX aTaK.

14.ITpoTokombl ayTeHTU(DHUKAITMN HA TTPUKIIATHOM YPOBHE.

15.IIporoxon Kerberos. IlpoTokoinsl ayTeHTH(PHUKAINK HA TPAHCIOPTHOM ypoBHe. [IpoTokosn
SSL/TLS.

16./locTronHCTBA M HEOCTATKU ayTEHTU(DHUKALMHU HA PA3MTUYHbIX YpoBHAX Mojenu [SO/OSI.
17. Ha3zHaueHue, OCHOBHbIE BO3MOKHOCTH, IPUHIUIBI ()YHKIIMOHUPOBAHUS U BApUAHTHI
peanuszaunu VPN.

18.Opranu3anus TYHHEIUPOBAHKS Ha pa3nuHbIX ypoBHIX Moaenu ISO/OSI. JloctonHcTBa 1
HenocTarku npumeHenus VPN.

19.ITporokon IPSEC. IIpotokonsr AH u ESP. Ocobennoctu pabotsl mpotokoina [P SEC B
TYHHEJIbHOM U TPAHCTIOPTHOM PeXHMaXx.

20. IIporokon ynpasnenus kimrodamu ISAKMP/Oakley. Mcnionp3zoBanue nipotokosna L2TP ms
OpTaHHU3aAIHN BUPTYATbHBIX YaCTHBIX CETCH.

21.Ayrentuduxanus, mudppoBaHue, o0ecredeHUE IEJIOCTHOCTH C UCTIOIb30BaHUEM
nporpammuoro untepgeiica SSPI. [Iporpammustit uarepdeiic OpenSSL.

22 .MexceteBbie 3kpanbl (MD). Mecto u poib MO B obecrieueHnn ceTeBoi 0€301MacHOCTH.

23 . Knaccuduxamust M3. Tpeboanus k M3. OcHOBHbIE BO3MOKHOCTH U CXEMBI Pa3BePTHIBAHUS
MD.

24.JlocrounctBa u Hepoctatku MO. [TocTpoenue npaBuil GUIbTPAIIUH.

25.Metonpl cereBoit Tpancisuu aapecoB (NAT). Inro3p1 ypoBHS PUIIOKEHUM.
26.Peanu3aius ceTeBoi MOTUTHKU 0€30MIaCHOCTH C HCTOIb30BaHHeM MD. MeTo bl 06x0/1a
ME)KCETEBBIX IKPAHOB.

27.Cuctemsl oOHapysxeHus Bropxkenuii (COB).

28.Ha3navyeHune 1 BO3MOKHOCTH CPEACTB OOHAPYKEHHS BTOP>KEHUI Ha XOCTHI, IIPOTOKOJIBI U
CeTEeBbIE CITYKOBI.

29.MecTo ¥ posib CpeICTB OOHAPYKEHUSI BTOPKEHHUM B OOIIIEH ccTeMe 00eCcIieueHusT CeTEBOM
0€30IaCHOCTH.

30.Knaccudukanus COB. BrisiBieHue atak Ha OCHOBE CUTHATYP aTaK M BBISBICHHS aHOMAJIAM.
31.Aynut npukiagabix cryx0. Cpeacrtsa oOHapy>KEHHs ysI3BUMOCTEH CETEBBIX CITYXO.
32.CriocoObI MPOTHBOICUCTBUS BTOPKCHUSIM.

33.Cucremsl BupTyanbpHbIX JoBymiek (Honey Pot u Padded Cell).
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8. CAMOCTOSATEJIBHAA PABOTA CTYJAEHTOB

HasBanue pasnenos u teM | Bua camocrosTenbHOM Ob6vem B | ®opma KOHTPOIIS

paboThI gacax
1 2 3 4

Pasnen 1. Tumnoseie yrpo- | Ilogroroska k jexuuu, TecTsl epen

36 CETEeBOM 0€30MacHOCTH | MOATOTOBKA K cAaye 2 JIEKIHUEeH, 3K3aMeH

Tema 1. CereBble aTaku JK3aMeHa

Paznen 1. Tema 2. | IloaroToBKa K JIEKIHH, Tectsl iepen

Mexanusmbl  peanu3alnuy | IOATOTOBKA K cllaye 2 JIEKIUEH, DK3aMEH

atak B cersix TCP/IP JK3aMeHa

Paznen 1. Tema 3. | IloaroroBKa K JIEKIWH, Tectbl nepen

MeTtoapl mepexBaTra ceTe- | CEeMUHapY, OJArOTOBKA 4 JIeKUKen, TECThI Ha

BBIX COCAMHEHHMH B CeTAX | pedeparoB, MOATOTOBKA K CEMHHAape, 3K3aMeH

TCP/IP clade DK3aMeHa

Paznen 1. Tema 4. | IloaroToBKa K JIEKIIHH, Tectbl nepen

[Ipumepsl ceTeBBIX aTak B | CEMUHApY, MOJATOTOBKA JIeKLKEeN, TECThI Ha

cerax ~ TCP/IP.  Texnu- | pedepaToB, HOATOTOBKA K 20 CEMHHAape, 3K3aMeH

YecKHe MeEphl 3allUThl OT | claye SK3aMeHa

CETEBbIX aTaK

Paznen 2. Kpunrorpa- | [ToaroroBka k JieKuu, Tectsl iepen

(udgeckue MeTObl 3alUTHI | MOATOTOBKA K cllaye JEKLUUEH, dK3aMeH

nHpopmarun B | DK3aMeHa

KOMITBIOTEPHBIX CeTsX. 14

Tema 5. Kpunrorpa-

¢buueckue IIPOTOKOJIBI

oOecnieueHus 6€30MacHOCTH

Pasgen 2. Tema 6. 3ammura | [loaroroBka K JeKIuu, Tectbl nepen

BUPTYaJIbHBIX YaCTHBIX | CEMUHApY, MOJArOTOBKA 14 JIeKUKEeN, TECThI Ha

cereii (VPN) pedeparoB, MOATOTOBKA K CEMUHape, 3K3aMeH
ciayue ’K3aMeHa

Paznen 2. Tema 7. | IloaroroBka K JICKIIHH, Tectbl nepen

Pa3paboTka 3allMIIEHHBIX | CEMUHApPY, IOJATOTOBKA 14 JIeKUKen, TECThI Ha

CETEBBIX MPUIOKEHUN pedeparoB, MOATOTOBKA K CEMHHAape, 3K3aMeH
caye ’K3aMeHa

Pasnen 3. IIporpammHo- | [logroroBka k 3aHsATHIO, Tectsl epen

anmnapaTHbIe CpeICTBa | MOJrOTOBKa pedepaTos, JIeKUKEeN, TECThI Ha

obecriedeHrs: 0€30MaCHOCTH | MOATOTOBKA K CEMUHApY, CeMHHape, BOIIPOCHI

B KOMIIBIOTEPHBIX CETAX | JabOopaToOpHBIM paboTam, 16 Ha jJabopaTopHOI

Tema 8. CpencrBa 3amuThl | IOATOTOBKA K clladye paborte, 3K3aMeH

JIOKAJIbHBIX ~ CeTed  MpH | 3K3aMeHa

MOAKIIOUeHUHU K MHTepHeT

Pazgen 3. Tema 9. 3ammura | ITogroropka K JeKIuu, Tectsl iepen

CEpBEPOB U  pabouux | ceMUHApy, HOJArOTOBKA 40 JIEKIMEH, TECThI Ha

CTaHLIUH pedepatoB, NOArOTOBKA K ceMHHape, 3K3aMeH
claue 3K3aMeHa
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11. YYEBHO-METOJINYECKOE 1 HH®OPMAIIMOHHOE OBECIIEYEHUE
TACIATLITAHBI

a) CniMcok peKoMeHyeMoil JIuTepaTyphbl:

OCHOBHAsI

1. 3aneunnkoB C.B., OCHOBBI TOCTPOECHUSI BUPTYAIbHBIX YACTHBIX CETEH [DJIEKTPOHHBII
pecypc]: YuebHoe nmocobue aiis By3oB / 3aneunnkos C.B., Munocnasckas H.I'., Toncroit A.U. -
2-e u3a., crepeorun. - M.: ['opsiuas munus - Tenexkom, 2011. - 248 c. - ISBN 978-5-9912-0215-2
- Pexxum pocryma: http://www.studentlibrary.ru/book/ISBN9785991202152.html

2. Nymkun A.B., [IporpamMmMmHo-anmapaTHbie CpencTBa odecreueHus HHPOPMAIMOHHON
Oe3omacHOCTH [DNEeKTpOHHBINH pecypc]: YuebHoe mocobue mis By3oB / A.B. Jdymkuna, O.M.
bapcykos, E.B. Kpasnos, K.B. CnaBnos. [loa penakuueit A.B. Jlymikuna - M.: I'opsiuas muHus -
Tenexom, 2016. - 248 «c¢. - ISBN 978-5-9912-0470-5 - Pexum pgocryna:
http://www.studentlibrary.ru/book/ISBN9785991204705.html

2. buprokoB A.A. NHpopmarronHast 6€30nacHOCTD: 3amuTa 1 HanaaeHue / bupiokos A.
A. - Mocksa: JIMK Ilpecc, 2017. - 434 c. - ISBN 978-5-97060-435-9. - TekcT: 251eKTpOHHBIH //
9bC "KoHCynbTaHT CTyJeHTa'": [caifT]. - URL:
https://www.studentlibrary.ru/book/ISBN9785970604359.html

AOMOJTHUTEIbHASA

1. 3ameynuxoB, C. B. OCHOBBI MOCTpOEHHsSI BUPTYaJbHBIX YaCTHBIX ceTel : yueOHOe
nocobue mis By3oB / 3ameunukoB C. B. , Munocnasckast H. I'. , Toncroit A. U. - 2-e¢ uzn. ,
crepeoturl. - MockBa: ['opsiuas nmunaus - Tenexom, 2011. - 248 c. - ISBN 978-5-9912-0215-2. -

Texcr: oanmektponnbii  //  OBC  "KoncynmsranT cryaenta" : [caiit]. - URL
https://www.studentlibrary.ru/book/ISBN9785991202152.html
2. Hexommepueckas unatepaer-sepeust CIIC "Koncynprantlmoc":

2.1 3akon Poccuiickoit @enepauuu ot 21.07.1993 Ne 5485-1 «O rocynapcTBeHHOM
taiiHe». Pexxum gocryna: http://www.consultant.ru/document/cons_doc LAW 2481/

2.2 depepanbhblii 3akoH oT 27 wmions 2006 r. Ne 149 - ®3 «O6 wunpopmamuw,
MH(OPMALMOHHBIX TEXHOJOTHUSAX U O 3allUTe HHPOPMAIIII)

Pexxum noctyma: http://www.consultant.ru/document/cons_doc LAW_ 61798/

2.3 Jloxtpuna wuHopMmanmonHoii Oe3zonmacHocTH Poccuiickoir ®enepamuu  (Yka3
[lpesunenra P® ot 05.12.2016 N 646 "OO6 yrBepkaeHuu JIOKTpHHBI MHPOPMALMOHHOM
6e3omacHoctu Poccuiickoit deneparun')

Pexxum noctyma: http://www.consultant.ru/document/cons_doc LAW 208191/

2.4 ®enepanbhbiii 3akoH 0T 06.04.2011 N 63-D3 «O0 3JIeKTPOHHON TTOAIMHUCH
Pexxum moctyma: http://www.consultant.ru/document/cons_doc LAW_112701/

3. T'OCT P UCO/MDK 27002-2012 UndopmanrmonHas TeXHOJOTHs. MeTOABI U Cpe/ICTBA
obecnieyenust OezomacHoctu. CBoa HOpM UM mpaBui MeHemxkmeHnTta. ' OCT-Dkenepr -
equHas 6a3za [OCToB Poccutickoit denepamuu a1t 00pa3oBaHUs U IPOMBIIIICHHOCTH.
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yuebHo-MeToaH Y ecKkan

I. Angpees A. C. MeToAHYECKHE YKA3aHHA MO HAMMCAHHIO KYPCOBBIX W AHIIOMHBIX
paboT ans cTyaenTos cneunatbHocTh "KomnsiotepHas Ge30nacHocTs” [2nexTponnsi pecype] :
yueb.-meTon. nocobue / A. C. Augpee, A, M. Heanuos, C. M. Pauees; Yal'V, ®ak.
MareMaTukd, WHpopMm. W asmau. Texwonornd, Kad. wuudopm. GezonacHocTH u TEOPHH
YNpaBaeHus. - DNeKTPOH. TekcTosbie Aau. (1 daiin : 352 KB). - Yassnosck : Yal'y, 2017 URL:
http://lib.ulsu.ru/MegaPro/Download/MOhject/915/Andreev 2017.pdf

2. Angpees A. C.MeToiHueckHe yKasaHus 117 MpoBeieHMs naboparopHeix paboT no
3AUIMTE  MHOPMAUMK 1S CTYAEHTOB cneunanbHocTedl  "KowmnbioTepHas 6ezonacHocTs”,
"Maremarnueckoe  0GeCMEUEHHE W AJAMHHHCTPUPOBAHHE HH(POPMALIMOHHBIX  CHCTEM”,
"MHPOKOMMYHHKALHONHBIE TEXHONOIHM M CHCTEMbI cBA3M", "CHCTEMHBI aHamW3 M
ynpasnenue” [Dnexrponnstii pecype] / A. C. Auapees, C. M. Bopoaun, A, M, Msauuoe; Val'V,
OMuHT. - Dnextpon. Tekcrossie nan. (1 daiin : 14, 7 M®). - Yaesnosck : Yal'Y, 2015, Pescum
aoctyna http:/lib.ulsu.ru/MegaPro/Download/MObject/297/Andreev2015.pdf

3. Knoukor A. E. MeToauueckne yKka3aHus 48 camocTOATENbHOR paGoTkl CTYEHTOB N0
aMcuunInbe «besonacHocTh ceteil IBM»y 1as CTYACHTOB CHEUMAINTETA MO CHELMATBHOCTH
10.05.03 ounoii dopmer oGyuennn / A. E. Knoukos; Yal'V, ®MUUAT. - Y IbsHOBCK - Yary,
2019. - 3arn. ¢ skpana; HeonybankosatHmiii pecype. - DNeKTpoH. TekcToBele AaH. (1 daiin ; 260
KB). - Teker : anextponnstit. hitp:/lib.ulsu.ru/MegaPro/Download/MObject/8740

Cornacosano:
11, Gubanorexaps Hb Yal'V / [onuna HIO. / ‘f?:'—d/ / 05.06.2020
MHHOCTE COTPYAHHED HIYSHON OHORNOTekn — ©HOD TODHgL E nata

0) Mporpammuoe ofecneuenne

- onepaunonnas cpeaa OC Windows/ Anut PaSouan cranuns 8:

- Microsolt Office / MoiOdime Cranaaprubiii.

B) llpodecenonaabnpie Ga3bl AaHNBLIX, HHPOPMAUHOHHO-CTIPABOHBIE CHCTEMBI

1. 27eKTpoHHO-0HDIHOTEYHBIE CHETEMBI:

1.1. IPRbooks : 3nekTpoHHo-GubanoTE Y HAA cucTema © caliT / rpynna komMnaduil A [n
Ap Meaua. - Caparos, [2020]. — URL: http://www.iprbookshop.ru. — Peskum JocTyna: ans
3APErucTpHp. Nofib3oeareneii. - TeKer : MeKTPOHHBI.

1.2. FOPANT : anexrponno-GuGanoreunas cuerema : cafit / 00O InexTpanHoe
u3narensereso FOPAMT. — Mocksa, [2020]. - URL: hitps://www biblic-online.ru. — Pexum
AOCTYNA: 414 3aperucTpHp. Nojb3oBatenei. - TekcT : aneKTpoHHbIi.

1.3. KowucynbTanT crysedTa : anekTpoHHO-OMGNMOTEeuHas cHeTema : cait /[ 000
[Tonutexpecype. - Mockea, [2020]. - URL:
http://www.studentlibrary.ru/catalogue/switch_kit/x2019-128.html, — Peicim JAOCTYna: ana
3aperucTpup. noab3osarenei. — TeKCT ! 2eKTPOHHBIIL.

1.4, Jlanb : anekTponHo-GHGAMOTEUHAn cucTema : caift / 000 IBC Jlane. — Cankr-
[lerepGypr, [2020]. — URL: https:/e.lanbook.com. — Pesum nocTyna: Ans 3aperucTpHp.
nonezosareneii. — TexkeT : 3neKTPOHHBIH.

1.5, Znanium.com : 31eKTpoHHO-OHOAHOTEYHAR cHcTema : caiit / Q0O IHaHHYM, -
Mocksa, [2020]. - URL: http:/znanium.com. — Pexum gocryna : ans 3APErHCTPUP.
nonszoeatenei. - Teker : ek TpOHHEII.

1.6. Clinical Collection : konnekums a1 MEIHLUMHCKHX YHUBEPCHTETOB, KIMHME,
MEIHLHHCKHX Gubnnotex i EBSCOhost : [nopran]. - URL:
http://web.a.ebscohost.com/ehost/search/advanced 7vid=1&sid=e3ddfb99-al a7-46dd-abeb-
218513e0876a%40sessionmgrd008. — Pexum 1ocTyna @ A8 aBTOpH3. noablosatencii. — Teker :
INEKTPOHHBIH.
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MUHHCTEPCTBO HAYKH U BbICIIEro obpasoBanus PO

o N ®dopma
VY bSHOBCKHI FOCYJapCTBEHHBIH YHUBEPCUTET

®-Pabovast mporpamMma o JUCIUILIHHE

®opma A

2. Koncyaprantllawe [nexktpoHHelii pecypc]: cnpaBovnas MNpaBoBas CHCTEMA.
/Komnanna «Koncyastant [Latocy - Dnektpon. gaH. - Mockea: KoncynetantlLaroc, [2020].

3. ba3kl JaHHBIX NEPHOAHMECKHX H3TAHHI:

3.1. baza paHHBIX NEPUOIHYECKHX M3AaHWH | 3neKkTpoHHbIe WypHatsl / 000 UBUC. -
Mockea, [2020]. — URL: https://dlib.eastview.com/browse/udb/12. — Pemum aoctyna : ans
aBTOPH3. Noab3osareneil. — TeKeT : ANeKTPOHHbII.

3.2. eLIBRARY .RU: nayunasa snextponnan OGubGawotexa : caiit / 000 Hayunas
Dnexrponnas bubnanorexa. — Mockea, [2020]. — URL: http://elibrary.ru. — Pexxum noctyna : ana
ABTOPM3. nonb3oearenei. — TeKCT : 3NeKTPOHHBIN

3.3. «Grebennikon» : anexTponnan Gubamorera [ H]I I'pebennunkor. — Mockea, [2020]. —

URL: https://id2.action-media.ru/Personal/Products. — Pexum aoctyna @ ana  aBTOPH3.
nonb3osarenci. — TekcT | aneKTpoOHHBIH.

4. HaunonajabHasn exTpoHHasn OudanoTera :  30eKTpoHHan  OGubnnoTeka
(henepanbHad rocynaperBeHHas uHgoOpMaLHOHHas cHeTeMa @ caiiT /| MHHHCTEpPCTBO Ky/IbTYphI
PO ; PI'b. — Mockea, [2020]. — URL: https://u36.pd. — Pexxum moctyna : ans nons3oBatenei
Hay4HOi OHOAMOTEKH, — TeKCT ! INeKTPOHHBIA.

S. SMART Imagebase i EBSCOhost " [nopran]. - URL:

https://ebsco.smartimagebase.com/?TOKEN=EBSCO-
1a2ff8c55aa76d8229047223a7d6dc9c&custid=s6895741. — Pewxum Joctyna @ Ais asTopH3.
noneioRaTenei. — Manfpamenue: anekTROHHRIE,

6. Menepanbubie nudopmannonno-obpazoBaTe/bHbIE NOPTAIBI:

6.1. Eaunoe oknHo noctyna k obpaloBaTenbHbIM pecypeaM : heaepanbHbiii nopran /
yupeautens ®CAOY MO LPIOM s HMT. — URL: hup://window.edu.rw/. — Teker :
3NEeKTPOHHEI.

6.2. Poccuiickoe oGpazoeanue : denepaneieii nopran [ yupenutens @CAOY M0
LIPT'OIl u UT. — URL: http://www.edu.ru. — TekcT : 3neKTpoHHBIH.

7. Daexktpouunan Oulamorexa guccepraumii  PI'B  [Dnextpouusid  pecype]:
anekTponnas bubamoreka / @I'BY PI'b. - Dnekrpon. nan. — Mocksa, [2020]. - Pexxum noctyna:
https://dvs.rsl.ru.

8. F'OCT-Ikenepr - eaunan 6aza 'OCTos Poceuiickoit Peaepaunn ana obpasosanns 1
NPOMBILIIEHHOCTH,

9. OdpazoBaTensuble pecypebl Yal'y:

9.1. Dnexktpounas OuGnuorexka Yal'V : moayne ABHMC Mera-ITPO / OO0 «[ara
Dkenpecen. — URL: hitp://lib.ulsu.ru/MegaPro/Web. — Pexum aoctyna : ans nonszoearenei
Hay4HOR OHONHOTEKH, — TEKCT : 3EKTPOHHBbIH.

9.2. O6pasosarenstbii nopran ¥Ynl'y, — URL: http://edu.ulsu.ru. — Pesxum noctyna : ana
JaperucTp. noaszoeartenei. — TeKCT : 3AEKTPOHHLIH.

CornacoeaHo; 2 :
Jam. Hay, YHUuT f[{nﬂgmea ABI—%= 17 05.06.2020

ToakiocTs COTPYAHHKA YHTHT HO
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MunmcTepcTBO HayKH M Bbiciero oopasoBanus PO

o N ®dopma
VY bSHOBCKHI FOCYJapCTBEHHBIH YHUBEPCUTET

®-Paboyas nporpaMma 1o JUCHHUIUINHE

12. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUIIJIUMHBbI:

AyauTopuu JUIsl TIPOBEJCHUS JIEKIMH, CEMHHAPCKUX, JTaOOopaTOpHBIX 3aHaTuil: 3/317,
2/246.

Ayautopus 2/240 yKOMIUIEKTOBaHA CHCIHATM3UPOBAHHOW MeOebl0, y9eOHON JTOCKOM,
UMEIOTCS MYJbT MYJbTUMEAUNHBIE CPEACTBA: KOMIIBIOTEP W MPOEKTOp; HCIONb3YIOTCA
MynbTUMeAniTHBIE TexHomoruu. MS Office, Internet Explorer, Power Point, MS Excel.

Hcnonbs3yeMble TEXHUUECKHUE CPEICTBA:

- cucTeMa 3alIuThl KOH(GUISHIMATbHON HHpOpMAIK U TEPCOHANTBHBIX TaHHBIX «Secret
Disk;

- 3JEKTpOHHBIN 3aMoK "C0060b";

- TIepCOHAJIbHBIC CPEJCTBA AyTCHTU(DUKAIIMH U 3alUIIEHHOTO XpaHeHUs JaHHbIX - USB-
KJIIOUM U cMapT-KapTel eToken;

- cucrema 3ammThl oT HCJI «Dallas Lock»;

- MEepPCOHAIBHOE CPEACTBO KpunTorpadudeckoi 3amuthl nHGopManuu « LTUTTKA;

- IPOrpaMMHO-AIMapaTHIA KomIuieke VipNety.

13. CHEHHUAJIBHBIE YCJIOBUSA IS OBYUAIOLIUXCA
C OTPAHUYEHHBIMH BO3MOXKHOCTSAMU 310POBbSA

B cnywae HeoOXogummocTH, OOyYalOIIMMCS €3 YWCIA JIMI C OTPAaHHYECHHBIMH
BO3MOKHOCTSIMU 37I0pOBbs (IO 3asBJICHUIO OOYYarONIMMCS) MOTYT MpeJjaratbCsi OJHH U3
CIEIYIOIIMX BapUAHTOB BOCHPHUATHS WHPOPMAIMU C YYETOM WX HHIWBUIYaITbHBIX
MCUXO(PU3NIECKIX BO3MOKHOCTEH:

— s JUIl ¢ HapylmleHHeM 3peHus: B (QopMe IIEKTPOHHOTO JIOKYMEHTa,
WHAWBUIYATbHBIE KOHCYJIBTAIIUU C MPUBJICUCHUEM TU(HIOCYPIOTIEPEBOUNKA, HHIUBUIYaTHHBIC
3aJJaHUSI U KOHCYJIbTAIIHST;

— JIJIs JIUI] C HApYIICHHEM CiTyXa: B (JOpMe JIEKTPOHHOTO JOKYMEHTA, HHINBUy IbHBIC
KOHCYJbTallUM C TPUBJICYCHUEM CYPHAOIIEPEBONYMKA, HWHAUBUAYAIBHBIE 3aaHUS WU
KOHCYJIbTAIS;

— I JUI] C HApyIICHUEM OIOPHO-JIBUTATEILHOTO amnmapara: B (GopMe 3JEeKTPOHHOTO
JOKYMEHTa, UHAUBUAYAIbHbBIC 3a1aHU U KOHCYJIbTALIU.

B ciyuae HEOOXOJMMOCTH HCIOJNB30BaHUS B YY4EOHOM TIPOIECCE YACTHYHO/MCKITIOUUTEIHEHO
JMMCTAHITMOHHBIX 00pa30BaTEILHBIX TEXHOIOTHH, opranm3arus padotsl [II1IC ¢ obyuatomumucs ¢ OB3 u
WHBAIMJIAMU TIPEAYCMATPUBACTCS B SJICKTPOHHON MH(POPMAIIMOHHO-00Pa30BaTEIIEHOM CPeie C YUETOM HX
WH/IMBHTy AJTLHBIX MICUXO(QU3HUYECKUX OCOOCHHOCTEH.

PaSPaGOTL[HO z - JIOIIEHT Kadeaphl MpanuoB Anjapeit MuxaiioBu4

NOAMNHCE JOMKHOCTD OHO

y /ﬁ B
Pa3 a6owux;////7 i cT. npenojasaTesb Kadeapb Knoukos Auapeit EBrenbeBUY
P / M MOJUTHCh JIOJDKHOCTh GHO
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JIUCT UBMEHEHUU

Ne ConepxxaHue U3MEeHEeHHsI WU CCHLIIKA HA ®UO Hoanucen Hara
n/n NMPUJIATaeMbIid TEKCT U3MEHEHUS 3aBeayouero
kadenpoi,
peanusyoei
AUCHMILINHY/B
bI-
My CKawIen
Kadenpoi
1. | Buecenue W3MEHEHUH B ILI1. B) | AnnpeeB A.C. : 12.05.2021
[TpodeccuonanbHble 0a3bl JTAHHBIX, o
UH(POPMALIMOHHO-CIIPABOYHbIE cUCTeMBI 1. 11 /
«Y4deOHO-MeToIuueckoe ¥ HHGOPMAIIMOHHOE
obOecrieueHrne MUCIUIUTMHBD C O(QOpMIICHHEM
npuoxeHus 1
2. | Buecenue W3MEHEHU M B ILI1. B) | AHnpeeB A.C. : 11.05.2022
[Tpodeccuonanbubie 0a3bl JTAHHBIX, )
UH(POPMALIMOHHO-CIIPABOYHbIE cUCTeMBI 1. 11 /
«Y4deOHO-MeToIuuecKkoe ¥ HHGOPMAIIMOHHOE
obOecrieueHrne MUCHUIUTHHBED C O(QOpMIICHHEM
MPUIIOKEHUS 2
3. Bnecenune U3MEHEHUN B ILIL B) | Anapees A.C. . 12.04.2023
[Ipodeccuonanbubie 0a3bl JTAHHBIX, )
UH(POPMALIMOHHO-CIIPABOYHbIE cUCTeMBI 1. 11 /
«Y4deOHO-MeToIuuecKkoe ¥ HHGOPMAIIMOHHOE
obecrieueHne MUCHUIUTMHBED C O(QOpMIICHHEM
MIPUIIOKEHU 3
4. | BHeceHue WU3MEHEHUN B ILI. B) | Anznpees A.C. . 15.04.2024
[Ipodeccuonanbubie 0a3bl JTAHHBIX, )

UH(POPMALIMOHHO-CIIPABOYHbIE cUCTeMBI 1. 11
«Y4deOHO-MeToIuueckoe ¥ HHGOPMAIIMOHHOE
obecrieueHrne MUCHUIUTHHBD C O(QOpMIICHHEM
pUIoKeHus 4




[Tpunoxenue 1

0) IIporpamMHoe oOecrieueHue
- onepannonHas cpega OC Windows/ Anbt PaGouas cranmms §;
- Microsoft Office / MoitO¢duc CrannapTHBIiA.

B) IIpodeccuonasibubie 02361 JAHHBIX, HHPOPMANMOHHO-CIIPABOYHbIE CHCTEMBI

1. DJ/1IeKTPOHHO-0U0IHOTEYHbIE CUCTEMBI:

1.1. IPRbooks : anekrponHo-010OMMOTEYHAsE cHcTeMa : caiiT / rpynna komnanuid Aii [Tu Ap
Memuna. - Caparos, [2021]. — URL: http://www.iprbookshop.ru. — Pexum pocryma: mis
3apPETUCTPUP. MOJIb30BATENEH. - TEKCT : ANEKTPOHHBIN.

1.2. IOPAWT : onextponHO-OGHOmMOTedHast cucreMa : caiit / OOO DIeKTpoHHOE
w3narenscteo FOPAMT. — Mocksa, [2021]. - URL: https://urait.ru. — Pexxum moctyma: st
3apEerUCTPUp. MOJb30BaTENEH. - TEKCT : 2JIEKTPOHHBI.

1.3. KoHCynpTaHT CTyIeHTa : D3JEKTPOHHO-OmOmuoreuHas cucrema : cat / OOO
[Tomurexpecypc. — Mocksa, [2021]. — URL: https://www.studentlibrary.ru/cgi-bin/mb4x. —
Pexxum octyna: [ 3aperucTpup. oJIb30BaTeneil. — TEKCT : 3JEeKTPOHHBIN.

1.4. KoHcynbTaHT Bpauda : 3JEKTpOHHO-OMOmmoTeyHas cucrema : cailt / OOO Beicmras
IIKOJIAa OpraHu3allid W  YIPaBJICHUS 3paBOOXpaHEHHEM-KOMIUIEKCHBIA ~ MEIUIIMHCKUN
KoHcanTuHr. — Mocksa, [2021]. — URL: https://www.rosmedlib.ru. — Pexxum nmoctyma: ans
3apPETUCTPUP. MOJIb30BaTENEH. — TEKCT : JIEKTPOHHBIN.

1.5. bonbmras MegunnHCKas OMOTMOTEKA : AJIEKTPOHHO-OMOIMOTEYHAs CHCTEMa © CalT /
00O bykan. — Tomck, [2021]. — URL: https://www.books-up.ru/ru/library/ . — Pexxum moctyma:
JUISL 3apETUCTPUP. MOJb30BaTENEh. — TEKCT : JJIEKTPOHHBIN.

1.6. Jlanp : snexTpoHHO-OMOMMoTeuHas cucrema : cadt / OO0 DBC Jlanb. — CaHKT-
[TerepOypr, [2021]. — URL: https://e.lanbook.com. — Pexxum mocTyma: st 3aperucTpup.
II0JIb30BaTeNe. — TEKCT : AIEKTPOHHBIN.

1.7. Znanium.com : 3JEKTPOHHO-OMOMMOTeUHast cuctema : cat / OOO 3HaHUyM. -
Mocksa, [2021]. - URL: http://znanium.com . — Pexum noctyma : nansi 3aperucTpup.
MoJb30BaTeNe. - TEeKCT : 3JIEKTPOHHBIH.

1.8. Clinical Collection : Kommekuus s MEIUIMHCKUX YHHBEPCHUTETOB, KJIMHUK,

MEIUITNHCKAX onoIMoTEK // EBSCOhost : [moprai]. - URL:
http://web.b.ebscohost.com/ehost/search/advanced?vid=1&sid=9f57a3¢1-1191-414b-8763-
€978281917e1%40sessionmgrl02 . — Pexxum goctyma : s aBTOpU3. MOIb30oBaTesneil. — TeKcCT :
AJIEKTPOHHBIN.

1.9. Pycckuii s3bIK KaK WHOCTPAHHBIN : 3JIEKTPOHHO-00pa30BaTEIbHBIA pecypc Iist
MHOCTpaHHBIX CTyAeHTOB : callT / OO0 Komnanus «Aii [Iu Ap Meaua». — Capatos, [2021]. —
URL: https://ros-edu.ru. — Pexxum pmoctyma: st 3aperucTpup. Mosb3oBaTeneil. — Tekcr :
AJIEKTPOHHBIN.

2. Koncyabrantllmoc [DnekTpoHHBIN pecypc]: cnpaBouyHas mpaBoBasi cuctema. /OO0
«Kouncynbrant ITnrocy - DnekTpoH. naH. - Mocksa : Koncynsrantllmoc, [2021].

3. ba3bl JaHHBIX NEePUOTUYECKUX U3TAHUI:

3.1. ba3a naHHBIX MEPHOAMYECKUX M3JAHMH : 3JeKTpoHHbIe *)ypHaiusl / OO0 NBUC. -
Mocksa, [2021]. — URL: https://dlib.eastview.com/browse/udb/12. — Pexum nocryma : mis
aBTOPU3. NIOJIb30BATENEH. — TEKCT : AIEKTPOHHBIN.

3.2. eLIBRARY.RU: nayunas snexkrpoHHas Oubnuoreka : cakt / OOO Hayunas
OnekrponHas bubnmoreka. — Mocksa, [2021]. — URL: http://elibrary.ru. — Pexxum noctyna : ans
aBTOpH3. MOJIb30BaTENEH. — TEKCT : AJEKTPOHHBIN

3.3. «Grebennikony : anextponHas oubnuoreka / ]| I'pebennukos. — Mocksa, [2021]. —
URL: https://id2.action-media.ru/Personal/Products. — Pexum poctyma : uisi aBTOpHU3.
I0JIb30BaTeNe. — TEKCT : AIEKTPOHHBIN.



http://www.iprbookshop.ru/
https://www.studentlibrary.ru/cgi-bin/mb4x
https://www.rosmedlib.ru/
https://www.books-up.ru/ru/library/
https://e.lanbook.com/
http://znanium.com/
http://web.b.ebscohost.com/ehost/search/advanced?vid=1&sid=9f57a3e1-1191-414b-8763-e97828f9f7e1%40sessionmgr102
http://web.b.ebscohost.com/ehost/search/advanced?vid=1&sid=9f57a3e1-1191-414b-8763-e97828f9f7e1%40sessionmgr102
https://dlib.eastview.com/browse/udb/12
http://elibrary.ru/
https://id2.action-media.ru/Personal/Products

4. HanuoHajJbHasi JJIeKTPOHHAsh OHOJMOTEeKAa : DJEKTpOHHAs OuOIMOTEeKa
denepanbHas rocynapcTBeHHass HH(GOpMAIIMOHHAs CUCTEMA : CaliT / MUHHUCTEPCTBO KYJIBTYPHI

P® ; PI'b. — Mocksa, [2021]. — URL: https://H36.pd. — Pexum goctymna : jisi mojas30BaTenei
Hay4YHOH OnOmuoTexu. — TeKCT : 3JeKTPOHHBIA.
5. SMART Imagebase // EBSCOhost : [mopran]. - URL:

https://ebsco.smartimagebase.com/?TOKEN=EBSCO-
1a2ff8¢c552a76d8229047223a7d6dc9c&custid=s6895741. — Pexxum nmoctyma : IJIsi aBTOPH3.
nojb3oBareseid. — M3o00paxkeHue : 3eKTpOHHBIE.

6. @PenepanbHble HHGOPMALMOHHO-00Pa30BaTe/IbHbIE MOPTAJIbI:

6.1. EnuHoe okHO jpocTyna K oOpa3oBaTelbHBIM pecypcaM : (eaepaibHblidi mopran /
yupenutens ®IAOY AIIO HPT'OIT m UT. — URL: http:/window.edu.ru/ . — Texker :
AJIEKTPOHHBIN.

6.2. Poccuiickoe obOpazoBanue : denepanbablii optan / yupenurens GI'AOY JIITIO
HPTOITu UT. — URL: http://www.edu.ru. — TekcT : 371€KTpOHHBIH.

7. O0pa3oBaTeabHbIe pecypebl Yal'y:

7.1. Dnekrponnas Oubnuoreka Ynl'Y : momyns ABUC Mera-ITPO / OOO «/lara
Oxkcmpeccey. — URL: http://lib.ulsu.ru/MegaPro/Web. — Pexum mgoctyma : ais mojb3oBaTenei
Hay4YHOH OnOmuoTeku. — TeKcT: 3JeKTPOHHBIH.

CornacoBaHo:
-"?;"T’/" e
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https://%D0%BD%D1%8D%D0%B1.%D1%80%D1%84/
https://ebsco.smartimagebase.com/?TOKEN=EBSCO-1a2ff8c55aa76d8229047223a7d6dc9c&custid=s6895741
https://ebsco.smartimagebase.com/?TOKEN=EBSCO-1a2ff8c55aa76d8229047223a7d6dc9c&custid=s6895741
https://ebsco.smartimagebase.com/?TOKEN=EBSCO-1a2ff8c55aa76d8229047223a7d6dc9c&custid=s6895741
http://window.edu.ru/
http://window.edu.ru/
http://www.edu.ru/index.php
http://www.edu.ru/
http://lib.ulsu.ru/MegaPro/Web

[Tpunoxenue 2

0) IIporpamMHoe oOecrieueHue
- onepannonHas cpega OC Windows/ Anbt PaGouas cranmms §;
- Microsoft Office / MoitO¢duc CrannapTHBIiA.

B) [Ipodeccuonasibubie 02361 JAHHBIX, HHPOPMANMOHHO-CIIPABOYHbIE CHCTEMBI

1. D1eKTPOHHO-0UOJINOTEYHbIE CHCTEMBbI:

1.1. Hudposoit obpazoBarenbHbiii pecypc I[PRsmart : snexTpoHHO-OMOMMOTEYHAS
cucrema : caiir / OOO Kowmnanus «A# Ilm Ap Menuay. - Caparos, [2022]. — URL:
http://www.iprbookshop.ru. — Pexxum moctyma: nmisi 3aperucTpup. mojib3oBarenieid. - TeKcT :
AJIEKTPOHHBIN.

1.2. O6pasoarenshas miargopma FOPAUT : oGpasoBaTelnbHBI pecype, dIEKTPOHHAS
oubmuoreka : caiit / OO0 DneKTpoHHOE M3JATEITHCTBO FOPAMT. — Mocksa, [2022]. - URL:
https://urait.ru. — Pesxxum goctymna: yist 3aperucTpup. mojab30Baresie. - TeKCT : 2IeKTPOHHBIH.

1.3. ba3za manubIx «OnekTpoHHas 6ubnuoreka rexundeckoro BY3a (OBC «KoncynbTant
CTYJIEHTa») : DJIEKTPOHHO-OMOMMoTeuHas cuctema : cailt / OOO Ilomutexpecypc. — MockBa,
[2022]. — URL: https://www.studentlibrary.ru/cgi-bin/mb4x. — Pexxum nocrymna: ist 3aperucTpup.
nosib3oBaTenen. — TeKCT : 3JIEeKTPOHHBIM.

1.4. KoHcynbTaHT Bpada. DIEKTPOHHAS MEAUIIMHCKAst OMOIMOTeKa : 6a3a TaHHBIX : CAWT /
OOO Beicmiasg MmKoia OpraHU3allMd M YIOPaBJICHUSA 3ApaBOOXpaHeHHEM-KOMIIEKCHBIN
MEAWIIMHCKUI KoHcanTuHr. — Mocksa, [2022]. — URL: https://www.rosmedlib.ru. — Pexum
JIOCTyNa: JJIsl 3apETUCTPUP. MOJIb30BaTeNeh. — TEKCT : 3JIEKTPOHHBIN.

1.5. bonpiias MeguIIMHCKas OUOINOTEKA : DIEKTPOHHO-OMOIMOTEUHAs CUCTEMA : CalT /
00O bykamn. — Tomck, [2022]. — URL: https://www.books-up.ru/ru/library/ . — Pexxum gocryna:
JUISL 3aPETUCTPHUP. OJIb30BaTeNIeh. — TEeKCT : 3JIEKTPOHHBIM.

1.6. OBC Jlansb : anekTponHO-O0ubIMOoTeuHas cuctema : cait / OOO DBC Jlanp. — CaHKT-
[MerepOypr, [2022]. — URL: https://e.lanbook.com. — Pexxum mocTyma: ans 3aperucTpup.
nosib3oBaTenen. — TeKCT : 3JIEeKTPOHHBIM.

1.7. OBC Znanium.com : 3J1eKTpOHHO-OnOIMOTEUHas cucrema : caidt / OO0 3HaHuyMm. -
Mocksa, [2022]. - URL: http://znanium.com . — Pexum npoctyma : Uisl 3aperucTpup.
[I0JIB30BAaTENEH. - TEKCT : JJIEKTPOHHBIN.

1.8. Clinical Collection : Hayuno-uHbopmanmonnas 6aza qanasix EBSCO // EBSCOhost :
[mopran]. — URL: http://web.b.ebscohost.com/ehost/search/advanced?vid=1&sid=9f57a3el-
1191-414b-8763-9782819f7e1%40sessionmgr102 . — Pexum jgoctyma : Il aBTOPH3.
I0JIb30BaTeNe. — TEKCT : AIEKTPOHHBIN.

1.9. baza nannbix «Pycckuii Kak HHOCTpPaHHBINY : JIEKTPOHHO-00Pa30BaTEIBHBIN PeCypC
JUISt ’HOCTPaHHBIX cTyeHTOB : caiiT / OO0 Kommnanus «Aii [Iu Ap Menuay. — Capatos, [2022].
— URL: https://ros-edu.ru. — Pexxum nmoctyma: nmjsti 3aperucTpup. ToJib3oBaTenei. — TekcT :
AJIEKTPOHHBIN.

2. KoncyabsTantlliaroc [DrekTpoHHBIN pecypc]: cipaBodyHas mpaBoBasi cuctema. /000
«Koncynprant ITnrocy - DnekTpoH. naH. - Mocksa : Koncynsrantllmoc, [2022].

3. ba3bl JaHHBIX NEPUOTUYECKUX U3TAHUI:

3.1. ba3a nansbIX nepuonnyeckux m3ganuii EastView : snextponHbie )ypHabl / OO0
NBUC. - Mockaa, [2022]. — URL: https://dlib.eastview.com/browse/udb/12. — Pexxum nocryna :
JUISL aBTOPHU3. TIOJIb30BATENEN. — TEKCT : 3JIEKTPOHHBIN.

3.2. eLIBRARY.RU: nayunas snexkrpoHHas Oubnuoreka : cakt / OOO Hayunas
OnextponHas bubnuoreka. — Mocksa, [2022]. — URL: http://elibrary.ru. — Pexxum nocrymna : s
aBTOpH3. MOJIb30BATENEH. — TEKCT : AJEKTPOHHBIN

3.3. DnexrponHas Oubmmoteka «M3narensckoro noma «I'pedbennukoB» (Grebinnikon) :
anektporHas ouommoreka / OO0 U] I'pedbennukoB. — Mocksa, [2022]. — URL: https://id2.action-
media.ru/Personal/Products. — Pexxum poctyna : ans aBTopu3. mojib3oBatenedl. — TekcT :
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3JIEKTPOHHBIN.

4. ®enepanbHasi rocyaapcrBeHHass mHpopmanuoHHasi cucreMa «HanuonaabHas
JIEKTPOHHAasi O0M0JIMOTEKa) : dIeKTpoHHAs OnbnmoTeka : caiit / ®I'BY PI'b. — Mocksa, [2022].
— URL: https://H36.pd. — Pexxum poctyna : 11 nmonap3oBaTenei HayyHoi 6uOnnoreku. — TeKcT :
3JIEKTPOHHBIN.

5. SMART Imagebase : Hayuno-undopmarronHas 6a3a ganasix EBSCO // EBSCOhost :
[mopran]. — URL.: https://ebsco.smartimagebase.com/?TOKEN=EBSCO-
1a2{t8¢c552a76d8229047223a7d6dc9c&custid=s6895741. — Pexxum pocTyma : ISl aBTOPHS3.
nosib3oBareseil. — M3o0pakeHue : 3JIeKTpOHHBIE.

6. ®enepanbubie ”HPOPMAITMOHHO-00Pa30BaTeIbHbIE MOPTAJIbI:

6.1. Eqnnoe okHO 1ocTyna kK o0pa3zoBaTeIbHBIM pecypcam : peaepanbHblil mopran . — URL:
http://window.edu.ru/ . — TekcT : 3nEeKTPOHHBIH.

6.2. Poccuiickoe oOpa3oBanue : denepanbubpiii mopran / yupeaureinb OI'AY «OULTO».
— URL: http://www.edu.ru. — TekcT : 21eKTpOHHBIIA.

7. O0pa3oBaTeabHbIe pecypebl Yal'y:

7.1. DnexrponHas 6ubnuoreynas cucrema Yiul'y : Mmoayns «OneKTpoHHas OMOIHoTeKa»
ABUC Mera-ITPO / OO0 «/lara Dxcnpecc». — URL: http:/lib.ulsu.ru/MegaPro/Web. — Pexxum
JIOCTYTIA : JUIS TTOJIb30BaTesIel HayqYHOH OnbmuoTeku. — TeKCeT : 3JeKTPOHHBIN.
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Hpnnoxenne 3
0) lporpammuoe obecneuenne: MoitOduc Cranmaptaerii, AnpT Pabouas cranmms 8.
8) Ilpogheccuonanvrvle 6azvl OAHHBIX, UHDOPMAYUOHHO-CHPABOUHBLE CUCTIEMDL
1. D1eKTPOHHO-0HUOJIMOTEYHbIE CUCTEMBI:
1.1. Lludposoii oOpazoBatenbHblii pecypc [PRsmart : anexTpoHHO-0MOIMOTeUHast CUCTEMa : CaiT /
00O Komnanus «Aii [Iu Ap Meauay. - Capatos, [2023]. — URL: http://www.iprbookshop.ru. —
Pexxum mocTyna: Juisi 3aperucTpup. NoJb30BaTeNe. - TeKCT : 2JIEKTPOHHBIH.
1.2. O6pasoBatensHas miathopma FOPANT : 06pasoBaTeNbHbIil pecype, SeKTPOHHAs GHOIMOTEKa
caittr / OO0 Dnexrponnoe u3natenbetBo «IOPANTY. — Mocksa, [2023]. - URL: https://urait.ru. —
Pexxum goctyna: anist 3aperucTpup. Mojap30BaTene. - TEKCT : 3eKTPOHHBIMN.
1.3. baza nanubIx «OnekTpoHHas oudmmoTeka Texanaeckoro BY3a (OBC «KoucynbTaHT cTyneHTay)
: AIEKTPOHHO-OnOmMoTeuHas cucrema : caiit / OO0 «Ilomurexpecype». — Mocksa, [2023]. — URL:
https://www.studentlibrary.ru/cgi-bin/mb4x. — Pexxum poctyna: s 3aperucTpup. MoJb30BaTeIICH. —
TekcT : 2JeKTPOHHBIN.
1.4. KoncynbTanT Bpaya. DIeKTpOHHAs MeAMLIMHCKas Onbanoreka : 6a3a naHubix : caidt / OO0
«BpIcmIas 1IKoJla OpraHU3alyy U yIPaBIeHUs 31paBooXpaHeHneM-KoMIIeKCHbIN MeUIUHCKHIA
KoHcanTUHT». — Mocksa, [2023]. — URL: https://www.rosmedlib.ru. — Pexxum goctyna: ajs
3apETUCTPUP. MOJTB30BATENEN. — TEKCT : IIEKTPOHHBIMN.
1.5. Bonpiras MmeaumuHCKast OMOIMOTEKA © AIEKTPOHHO-O0MOIIMoTeyHas cucreMa : caiit / OO0
«byxkamn». — Tomck, [2023]. — URL: https://www.books-up.ru/ru/library/ . — Pexxum moctymna: s
3apETUCTPUP. MOJIb30BaTENEN. — TEKCT : IIEKTPOHHBIMN.
1.6. OBC Jlansb : anekTpoHHO-O0MOIMoTeuHas cucreMa : caiit / OO0 DBC «Jlanby. — CaHKT-
[TerepOypr, [2023]. — URL: https://e.lanbook.com. — Pexum noctyna: ajs 3aperucTpup.
nosib3oBaTeneil. — TeKCT : 3eKTPOHHBIM.
1.7. 9bC Znanium.com : 3JeKTpOHHO-01OIMOTeuHas cuctema : cailt / OO0 «3nannmym». - Mockaa,
[2023]. - URL: http://znanium.com . — Pexxum goctymna : i 3aperucTpup. nonb3opareneil. - Teker :
3JIEKTPOHHBIN,
2. Koncyasrantlliaroc [DnexkTpoHHBIN pecypc]: cipaBouHas npasosas cuctema. / OO0
«Koncynperant [Imoc» - DnextpoH. aad. - Mocksa : Koncynsrantlmroc, [2023].
3. ba3bl JaHHBIX NEPHOUYECKUX U3TAHMIA:
3.1. eLIBRARY.RU: nayunas snextponHas oudimoreka : caidt / OOO «Hay4nas DnexkTpoHHas
bubmmotekay. — Mocksa, [2023]. — URL: http://elibrary.ru. — Pexxum gocTyma : 11s aBTopu3.
Moab30BaTeNeN. — TeKCT : 3IEKTPOHHBIN
3.2. Dnektponnas 6ubanoreka «M3mgarensckoro noma «I'pedennukoBy (Grebinnikon) : anekTpoHHAs
o6ubamnorexa / OO0 U] «I'pebennnkon». — Mocksa, [2023]. — URL: https://id2.action-
media.ru/Personal/Products. — Pexwum moctyna : 1uist aBTOpuU3. MoJib30BaTeNne. — TeKcT :
SNIEKTPOHHBIN,
4. ®enepanabHasi rocyaapcTBeHHasi nHpopManuoHHnas cucrema «HanmonaabHasi 3J1eKTpOHHAsA
0uGamoTeKay : dIIeKTpoHHas oubnmoteka : caiit / ®I'BY PI'B. — Mocksa, [2023]. — URL:
https://H30.pd. — Pexxum gocTtyma : ajis mojab3oBaTesiell HayqIHoi OuOmmoTeku. — TekcCT :
3NIEKTPOHHBIN.
5. Poccwuiickoe oOpa3oBanue : ¢peaepanbubiii moptan / yupeaureiab PIAY «OUITO». — URL:
http://www.edu.ru. — TekcT : 3JEeKTPOHHBIH.
6. DaexTpoHHas Oubamoreynas cucrema Yal'y : mogyns «OnekrtpoHHas 6ubinorexka» ABUC
Mera-ITPO / OO0 «/lata Dxcnpeccy. — URL: http://lib.ulsu.ru/MegaPro/Web. — Pexum noctynaasns
noJjb30Bareneil HayuHoi OubinoTeku. — TeKCT : 3eKTPOHHBIH.
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MpunoxkeHue 4
6) NMporpammHoe o6ecneyenmne: MonOduc CtaHaapTHbLIN, AnbT Paboyasa ctaHuma 8.
8) [Ipogheccuonanvhvie bazvl OGHHBIX, UHDOPMAYUOHHO-CNPABOYHBLE CUCTHIEMbL

1. D1eKTPOHHO-0UOJINOTEYHbIE CHCTEMBbI:
1.1. Ludposoii o6pazoBaTenbHbIi pecypc IPRsmart : snekTponHo-0nbIMoTeUHAS cCHICTEMa

cair / OOO Kowmnanus «Ai Ilm Ap Mengua». - Caparos, [2024]. — URL:
http://www.iprbookshop.ru. — Pexxum moctyma: nmjsi 3aperucTpup. mojib3oBarenieid. - TeKcCT :
AJIEKTPOHHBIN.

1.2. O6pasoarenshas miargopma FOPAUT : oGpasoBaTelnbHbI pecype, dIEKTPOHHAS
oubmuoreka : caiit / OO0 DneKTpoHHOE M3JATEIHCTBO FOPAMT. — Mocksa, [2024]. - URL:
https://urait.ru. — Pesxum goctymna: yist 3aperucTpup. mojab30Bareie. - TeKCT : 2IeKTPOHHBIH.

1.3. ba3za manubIx «OnekTpoHHas 6ubnuoreka rexundeckoro BY3a (OBC «KoncynbTant
CTYJIEHTa») : JJIEKTPOHHO-OMOMMoTeuHas cuctema : cailt / OOO Ilonutexpecypc. — MockBa,
[2024]. — URL: https://www.studentlibrary.ru/cgi-bin/mb4x. — Pexxum noctymna: 1ist 3aperucTpup.
nosib3oBaTenen. — TeKCT : 3IEeKTPOHHBIM.

1.4. KoHcynbTaHT Bpada. DIEKTPOHHAS MEIUIIMHCKAst OMOIMOTeKa : 6a3a TaHHBIX : CAWT /
OOO Beicmiasg MmKoia OpraHU3alMd M YIOPaBJICHUSA 3ApaBOOXpaHeHHEM-KOoMIIEeKCHBIN
MEAWIMHCKUI KoHcanTuHr. — Mocksa, [2024]. — URL: https://www.rosmedlib.ru. — Pexum
JIOCTyNa: JJIsl 3apETUCTPUP. MOJIb30BaTeNeh. — TEKCT : 3JIEKTPOHHBIN.

1.5. Bonpmast MeauuuHCKas OMONIMOTEKA : NEKTPOHHO-OMOINOTEYHAs CUCTEMA : CalT /
00O bykan. — Tomck, [2024]. — URL: https://www.books-up.ru/ru/library/ . — Pexxum gocrymna:
JUISL 3aPETUCTPHUP. IOJIb30BaTeNIeh. — TEeKCT : 3JIEKTPOHHBIM.

1.6. OBC Jlansb : anekTponHO-O0ubIMoTeuHas cuctema : cait / OOO DBC Jlanp. — CaHKT-
[TerepOypr, [2024]. — URL: https://e.lanbook.com. — Pexxum noctyma: mjis 3aperucTpup.
nosib3oBaTenen. — TeKCT : 3JIEKTPOHHBIM.

1.7. O3BC Znanium.com : 3JeKTpPOHHO-OMOIMOTeUHas cucreMa : cait / OOO 3HaHuyM. -
Mocksa, [2024]. - URL: http://znanium.com . — Pexum ngocTyma : Il 3aperucTpHp.
[I0JIB30BAaTENEH. - TEKCT : JJIEKTPOHHBIN.

2. KoncyastantIlinoc [DnekTpoHHBIN pecypc]: cipaBouHas mpaBoBas cuctema. / OO0
«Koncynprant ITnrocy - DnekTpon. naH. - Mocksa : Koncynsrantllnoc, [2024].

3. ba3bl nanHbIX nepuoanyveckux uzaanuii: eLIBRARY.RU: HayuyHast snexkTpoHHas
o6ubmuoteka : caiitr / OOO «Hayunas Dnexktponnas bubmuoreka». — Mocksa, [2024]. — URL:
http://elibrary.ru. — Pexxum qoctyrma : Juist aBTOpHU3. MOJIb30BaTeneid. — TeKCT : 3JIeKTPOHHBIN

4. ®enepanbHasi rocyaapcrBeHHass mHpopmanuoHHasi cucreMa «HanuonaabHas
JIEKTPOHHAasi 0M0JIMOTEKa) : dIeKTpoHHAs oubmmoTeka : caiit / ®I'BY PI'b. — Mocksa, [2024].
— URL: https://H36.pd. — Pexxum goctyna : s nmoiap3oBaresei HaydHoi O0MOanoTeku. — Tekcr :
3JIEKTPOHHBIMN.

5. Poccuiickoe o0pa3oBanue : ¢penepanbHbiil nopran / yupeaurenb GIAY «DULTO». —
URL: http://www.edu.ru. — TekcT : 37€KTPOHHBIMA.

6. DnexkTponHas OubdMoTeyHas cucrema Yal'V : Moaynb «OJeKTpOHHAS

ouommorexkay ABMC Mera-ITPO / OOO «Jlata Okcnpecc». — URL:
http://lib.ulsu.ru/MegaPro/Web. — Pexxum noctyna : s mosibp3oBareneil HayqHOW OMOIHMOTeKH. —
TeKCT : AIEKTPOHHBIN.
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